
MINIMUM-COST SOLUTIONS FOR TESTING PROTOCOLS WITH TIMERS�

M. �Umit Uyary

Department of Electrical Engineering

City College of New York, New York, NY

Mariusz A. Fecko, Adarshpal S. Sethi
Paul D. Amer

Computer and Information Science Department

University of Delaware, Newark, DE

Abstract

A method to generate a minimum-cost test sequence
for a protocol with timers is presented. The protocol
timers limit the number of consecutive self-loops that
can be realized in a given state. The solution presented
is applicable to test sequences that use any state identi-
�cation method such as UIO sequences, distinguishing
sequences, and characterizing sequences. If valid and
inopportune transition testing are combined, or if only
valid transitions are considered, a minimum-cost solu-
tion exists. In the case of testing inopportune transi-
tions separately, however, �nding a minimum-cost so-
lution is shown to be NP-hard.

1 Introduction

As the complexity of communication protocols in-
creases, testing implementations for conformance
to their speci�cations has become an integral
part of the product development cycle. With-
out the help of formal methods in protocol test-
ing, the interoperability of devices is questionable.
Various methods for automated test generation
from protocol speci�cations have been proposed
[1, 2, 3, 4, 5, 6, 7, 8, 9, 10], based on a deter-
ministic �nite-state machine (FSM) model of the
speci�cation.

Although existing test generation methods concen-
trate on optimizing the test sequence length, these
methods place no restrictions on the order in which
the tests can be applied to an implementation un-
der test (IUT). Possibly the most common restric-
tion stems from an IUT's timers that, during ac-
tual testing, may limit the duration that the IUT
can remain in a particular state. During testing,
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each state transition takes a certain time to realize.
Any test sequence that traverses many consecutive
self-loops easily can exceed the timer limits for the
given state, and therefore not be realizable in a test
laboratory (a self-loop represents a state transition
that starts and ends at the same state).

This paper presents a solution to optimize test
sequence length (and cost) under the constraint
that an IUT can remain only for a limited amount
of time in a given state during testing. UIO se-
quences [11] are used for state veri�cation through-
out the paper. However, the results presented also
are applicable to test generation that uses the dis-
tinguishing or characterizing sequences [12, 13].

Two di�erent test suites are considered. The �rst
suite combines the testing of valid and inopportune
transitions [14]. An inopportune transition occurs
when an IUT receives an input not expected in its
current state. In general, an inopportune transi-
tion is modeled as a self-loop, the unexpected in-
put is simply ignored. The second suite considers
testing the valid and inopportune transitions sepa-
rately. We show that there exists a minimum-cost
solution for the �rst suite and the valid transition
testing part of the second suite. Optimizing the
cost of a test sequence for the inopportune tran-
sition testing part of the second suite is NP-hard.
A heuristic solution based on the Rural Postman
Problem [15] is introduced.

This paper is organized as follows. Section 2
presents the motivation behind the optimization
problem formulated in the paper. The basics of
test sequence generation and the practical restric-
tions due to the timers are addressed in Section 3.
Section 4 formulates the problem and a minimum-
cost solution is presented in Section 5. Section 6
discusses issues related to optimal testing of inop-
portune transitions separately.
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Figure 1: Extended FSM for Topology Update module of MIL-STD 188-220A.

2 Motivation

During testing, to realize a state transition takes a
certain amount of time. A test sequence that tra-
verses many consecutive self-loops in a state where
a timer is running may not be realizable in a test
laboratory. In this case, a timeout may disrupt
the test sequence and move the IUT into a dif-
ferent state before all of the consecutive self-loops
are exercised. If this unrealizable test sequence is
not avoided during test generation, most IUTs will
fail the test even when they meet the speci�cation.
Therefore, an optimization technique for generat-
ing realizable tests must consider the additional
restriction that there is a limit on the number of
self-loop transitions traversed consecutively.

In general, the majority of tests de�ned for an
IUT are classi�ed into two categories: valid and
inopportune tests [5, 14]. Valid tests correspond
to the \normal" or expected behavior of a proto-
col entity. Inopportune tests have inputs that are
semantically and syntactically correct, but arrive
at unexpected states (or, out of sequence). It is
common practice that most inopportune messages
are expected to be ignored by an IUT, which typ-
ically de�nes the edges representing inopportune
messages as self-loops with a null or warning out-
put.

The problem of limiting the number of consecutive
self-loop traversals in a test sequence becomes an

important issue for protocols that have many self-
loops such as MIL-STD 188-220A [16] and LAPD
[17], and for protocols with self-loop state veri�-
cation sequences such as ISDN Q.931 for supple-
mentary voice services (uses status feature which is
a self-loop) [18] and LAPD (uses UIO sequences)
[17]. For example, in ISDN Q.931 protocol (Ba-
sic voice services, for the user side), each state has
an average of 9 inopportune transitions, which re-
quires the traversal of 18 self-loop transitions dur-
ing testing. A Q.931 implementation has several
active timers that are running in certain states,
e.g., timer T304 running in state Overlap sending ,
and timer T310 in state Outgoing call proceeding .

Example: Timing constraints in MIL-STD
188-220A

The UD's Protocol Engineering Lab is developing
test scripts to be used by the 188-220A Confor-
mance Tester. The test scripts specify a logical
sequence of test steps that must be performed by
the Conformance Tester to individually test the
Data Link Layer (Types 1, 2 and 4 procedures)
and Intranet Layer.

The tests are derived from an EFSM model of the
protocol. An EFSM modeling the Topology Up-
date (TU) functionality of the Intranet Layer is
shown in Figure 1 [19]. There are 5 states and 86
transitions in the EFSM. The four active states are
de�ned based on the status of two timers: Topol-
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ogy Update and Topology Update Request. The
former is started after a topology update message
is sent by a station. According to 188-220A, a sta-
tion is not allowed to send another topology up-
date message until the timer expires. The latter
timer performs the same role for topology update
request messages.

Each timer may or may not be running in a given
point in time - this gives four possible con�gura-
tions. The timers' states determine the I/O be-
havior of the TU module, because a running timer
prevents the station from sending certain mes-
sages. For example, when the topology informa-
tion changes, the station is allowed to send a topol-
ogy update message only if the Topology Update
Timer is not running.

As can be seen in Figure 1, there are 10 self-
loop transitions de�ned for states TOP-UPDATE-
REQ-TIMER-ON and TOP-UPDATE-TIMER-
ON, and 16 self-loop transitions in state BOTH-
TIMERS-ON. Depending on the timer expiration
values for both timers, it may or may not be possi-
ble to test all self-loop transitions during one visit
to a state. This constraint must be taken into ac-
count while generating realizable test sequences for
the Intranet Layer of 188-220A. If the constraint is
not considered, all valid implementations will fail
the test sequence, which is not what the tester de-
sires.

3 Preliminaries and practical re-
strictions on the test sequences

A protocol can be speci�ed as a deterministic FSM
[13, 20], which can be represented by a directed
graph G = (V;E). The set V = fv1; : : : ; vng of
vertices correspond to the set of states S of the
FSM. A directed edge from vi to vj with label
Lk = al=om, and the cost to realize the edge dur-
ing testing, corresponds to a state transition in the
FSM from si to sj by applying input al and observ-
ing output om. If the start and the end vertices of
an edge are the same (i.e., vi = vj), the edge is
called a self-loop. The indegree and outdegree of a
vertex are the number of edges coming toward and
directed away from it, respectively. If the indegree
and outdegree of each vertex are equal, the graph
is said to be symmetric.

A tour is a sequence of consecutive edges that

starts and ends at the same vertex. An Euler
tour is a tour that contains every edge of G ex-
actly once. The so-called Chinese Postman Prob-
lem is de�ned as �nding a minimum-cost tour of
G that traverses every edge at least once [21].
The Rural (Chinese) Postman Problem is �nding
a (minimum-cost) tour for a subset of edges in G
[15].

During conformance testing of a protocol imple-
mentation, the IUT is viewed as a black box, where
only the inputs applied to the IUT and the out-
puts generated by the IUT can be controlled and
observed, respectively. An IUT conforms to its
speci�cation if all state transitions de�ned in the
speci�cation are tested successfully. To test a sin-
gle transition de�ned from state vi to vj , the fol-
lowing steps are needed: 1) bring the IUT into
state vi; 2) apply the required input and compare
the output(s) generated with those de�ned by the
speci�cation; 3) verify that the new state of the
IUT is vj by applying a state veri�cation sequence.

Aho et al. [1] introduced an optimization for the
test sequence length (and cost) using UIO se-
quences to perform the last step of the above single
transition test. A UIO sequence of a state si is a
sequence of edges starting at vi such that the out-
put sequence generated by these edges is unique
for vi.

The existing methods for conformance test gener-
ation [1, 6, 7, 11, 12, 13, 20, 22, 23, 24, 25] empha-
size optimizing the test sequence length and its
cost, without considering any restrictions on the
order in which the tests can be applied to an IUT.
However, an optimization technique for generat-
ing realizable tests must consider the additional
restriction that there is a limit on the number of
self-loop transitions traversed consecutively.

Two test suites are considered in this paper. In the
�rst test suite, valid and inopportune tests are han-
dled together. In the second test suite, the valid
and inopportune tests are performed separately.
Two test sequences are generated in this case - the
�rst one tests valid transitions, whereas the second
one only inopportune transitions. A minimum-cost
test sequence generation method for the �rst test
suite is presented in Section 5. In most cases, the
generated test sequence will be longer than one
without the constraint since limiting the number
of self-loop traversals may require additional visits
to a state which otherwise would have been unnec-

3



essary.

The solution given in Section 5 also is applicable to
the valid edge tests in the second test suite. How-
ever, to generate a minimum-cost test sequence for
inopportune edges only is shown to be NP-hard in
Section 6. Heuristics based on the Rural Chinese
Postman Problem is introduced for this case.

4 Problem formulation

Let the directed graph representing the FSM for
a given protocol be G(V;E). Let �(vi; vj) and
 (vi; vj) be the capacity and cost of the edge
(vi; vj) 2 E, respectively, where vi; vj 2 V . Each
edge e 2 E is labeled as either valid (evalid) or in-
opportune (einopportune). Let us divide edges in E
into three disjoint sets:

� valid self-loop transitions: Evsl = f(vi; vj) :
vi; vj 2 V ^ (vi; vj)valid 2 E ^ vi = vjg

� remaining valid transitions: Evnsl = f(vi; vj) :
vi; vj 2 V ^ (vi; vj)valid 2 E ^ vi 6= vjg

� inopportune transitions: Einop = f(vi; vj) :
vi; vj 2 V ^ (vi; vj)inopportune 2 E ^ vi = vjg

In general, besides the three sets being mutually
disjoint, together they account for all transitions:

E = Evsl [Evnsl [Einop (1)

During testing, after traversing a given transition
for the �rst time, state veri�cation is performed.
We �rst consider the special case where all UIO
sequences are self-loops. The general case where
UIO sequences may contain non-self-loops is pre-
sented in Section 5.1.

4.1 Constraints on the number of visits
to a state

Let us consider a test suite where the valid and in-
opportune transition tests are combined and for-
mally de�ne the problem constraints. The case
where the inopportune cases are tested separately
is studied in Section 6.

Let Eself � Evsl [ Einop be the set of self-loop
edges to be tested. Let dself (vi), the number of
self-loops of vertex vi, be de�ned as the number of
edges in Eself incident on vi. Let dmin self (vi) be

the minimum number of times a tour covering all
edges of Evnsl [Eself must include vertex vi 2 V .

Let dstate ver(vi) be the number of self-loop transi-
tions used to verify whether an IUT is in state vi.
Suppose that during testing, a given vertex vi 2 V
can tolerate at most max self(vi) self-loops exe-
cuted at one visit to vertex vi. As indicated in Sec-
tion 3, attempting to remain in state vi to execute
1+max self(vi) self-loops would result in disrup-
tion of a test sequence. Testing a self-loop transi-
tion involves traversing the self-loop transition fol-
lowed by applying the state veri�cation self-loop
sequence, which contains dstate ver(vi) transitions.

Due to space limitations, we are unable to include
the detailed derivation of dmin self (vi). In [26], we
prove that the minimum number of times vertex
vi must be visited in a test sequence is as follows:

dmin self (vi)
def
=�

din(vi) if dself (vi) � (din(vi) ��1(vi))
�(vi) if dself (vi) > (din(vi) ��1(vi))

(2)

where dout(vi) and din(vi) are respectively the out-
degree and the in-degree of vertex vi in Evnsl, and
where

�(vi) = din(vi) + d
dself (vi)� (din(vi) ��1(vi))

�2(vi)
e

�1(vi) = b
max self(vi)� dstate ver(vi)

1 + dstate ver(vi)
c

�2(vi) = b
max self(vi)

1 + dstate ver(vi)
c

Let g be a function of two arguments: an edge
e 2 Evnsl and an integer k. The value of g is a set
of k � 0 copies of its �rst argument e 2 E. The
function g represents the duplications of an edge
e 2 E in G.

Let G
0
(V

0
� V;E

0
� Evnsl) and its symmetric aug-

mentation G
00
(V

00
� V;E

00
) be the graphs satisfy-

ing the following conditions:

Eg
def
=

[
edup2E

0

g(edup; f(edup)) (3)

E
00

= E
0

[Eg (4)

(8v
00

i 2 V
00

) din(v
00

i ) = dout(v
00

i ) (5)

(8v
00

i 2 V
00

) din(v
00

i ) � dmin self (vi) (6)
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The function f is the maximum-ow minimum-
cost function de�ning G

00
as the symmetric aug-

mentation of G
0
, which will be discussed in Sec-

tion 5. By de�nition, in G
00
, the in-degree of any

vertex v
00

i 2 V
00
is equal to its out-degree. Also,

equations (5) and (6) suggest that the in-degree

of any vertex v
00

i 2 V
00
be greater or equal to the

value de�ned by dmin self(vi), where vi is the cor-

responding vertex in V . y

Our goal is to build a Chinese Postman tour in
which the constraint set by (6) is satis�ed for

each vertex v
0

i 2 V
0
. A Chinese Postman tour

is a minimum-cost tour covering each transition
e 2 Evnsl [ Eself at least once, and is equivalent
to an Euler tour in a minimum cost symmetric
graph G

00
. In other words, our goal is to obtain

the minimum-cost symmetric augmentation of the
graph G

0
as the graph G

00
. Therefore, this goal is

now reduced to �nding the value of the function f
in equation (3) above for all edges in E

0
.

5 Minimum-cost solutions for
constrained self-loop testing

We present the following solution to the problem
of �nding a symmetric G

00
while satisfying the con-

straint set in (6). First, G
0
(V

0
; E

0
) is converted to

G�(V �; E�) by splitting each vertex v
0

i 2 V
0
satis-

fying

dmin self(vi) > max(din(vi); dout(vi)) (7)

into the two vertices v
�(1)
i , v

�(2)
i 2 V � (Figure 2).

Then, v
�(1)
i is connected to v

�(2)
i with a set of

edges with cardinality of dmin self (vi): E�
1

def
=S

v
0

i2V
0 g((v

�(1)
i ; v

�(2)
i ); dmin self (vi)). Each edge in

E�
1 is assigned in�nite capacity � and a zero

cost  . Finally, the original edges in E
0
are

added to E� as follows: E�
2

def
= f(v

�(2)
i ; v

�(1)
j ) :

(v
0

i; v
0

j) 2 E
0
g. The last step of the conver-

sion is the addition of the source and sink ver-

tices (s and t, respectively): E� def
= E�

1 [ E�
2 [S

v
0

i2V
0f(s; v

�(1)
i ); (s; v

�(2)
i ); (v

�(1)
i ; t); (v

�(2)
i ; t)g.

yNote that, unless stated otherwise, v
0

i ; v
00

i ; v
�
i ; v

�
i and

v�i are used in this paper to denote the copies of a cor-

responding vertex vi 2 V in graphs G
0

; G
00

; G�; G� and G�,
respectively.

The problem of �nding the minimum-cost augmen-
tation of G

0
as G

00
then can be reduced to �nd-

ing the integer function f : E ! N whose value

f(v
�(2)
i ; v

�(1)
j ) determines the number of times an

edge (v
0

i; v
0

j) 2 E
0
needs to be duplicated to make

the graph G
0
symmetric (Figure 2).

Aho et al. [1] presented an e�cient solution to this
problem for FSMs with either a self-loop prop-
erty or a reset capability. We now apply a similar
approach to the problem of minimizing the test
sequence with the above self-loop repetition con-
straints. We use network ow techniques to max-
imize the ow on graph G� with minimum cost.
Edges incident to the source and sink in G� are
assigned capacity � as follows:

�(s; v
�(1)
i ) = max(0; din(v

0

i)� dmin self (vi)) (8)

�(s; v
�(2)
i ) = max(0; dmin self (vi)� dout(v

0

i)) (9)

�(v
�(1)
i ; t) = max(0; dmin self (vi)� din(v

0

i)) (10)

�(v
�(2)
i ; t) = max(0; dout(v

0

i)� dmin self (vi)) (11)

Then, the edges of (s; v
�(1)
i ), (s; v

�(2)
i ), (v

�(1)
i ; t),

and (v
�(2)
i ; t), are assigned a zero cost  . Each of

the remaining edges in E� (i.e., the edges corre-

sponding to original edges in E
0
) has in�nite ca-

pacity with the cost of the original edge in E
0
.

f is the maximum-ow minimum-cost function de-
�ned on the graph G�(V �; E�) that saturates all
edges incident to s and t. Formally, such an f
needs to satisfy the following conditions 8v�i 2
V � � fs; tg):

X
v�
j
2V �

f(v�j ; v
�
i ) =

X
v�
j
2V �

f(v�i ; v
�
j )

�(s; v�i ) = f(s; v�i )

�(v�i ; t) = f(v�i ; t)

The function f satisfying the above conditions ex-
ists i�

X
v�i 2V

��fs;tg

�(s; v�i ) =
X

v�i 2V
��fs;tg

�(v�i ; t)

which holds true for capacity assignments de�ned
by (8) through (11) [27].

Aho et al. show that the maximum-ow minimum-
cost function on a strongly-connected graph de�ne
its optimal symmetric augmentation. Let us �rst
prove that the symmetric augmentation of G

0
as
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Figure 2: Conversion of vi in G (part (a)), to v
0

i in G
0
(part (b)) and to v

�(1)
i ; v

�(2)
i in G� (part (c)).

G
00
, de�ned by the maximum-ow minimum-cost

f on G�, satis�es constraint (6).

Proof: If a vertex v
0

i is not split by the algo-

rithm (i.e., each v
0

i for which the condition (7) does
not hold), then either din(vi) � dmin self (vi) or
dout(vi) � dmin self (vi). Then the ow de�ned by
f satis�es the following condition:

dmin self(vi) �X
v�j2V

��fs;tg

f(v�j ; v
�
i ) + din(vi) =

X
v�j2V

��fs;tg

f(v�i ; v
�
j ) + dout(vi) (12)

If a vertex v
0

i is split by the algorithm (i.e., each

v
0

i for which the condition (7) does not hold), then
the following holds:

dmin self (vi) �X
v�
j
2V ��fs;tg

f(v�j ; v
�(1)
i ) + din(vi) =

X
v�
j
2V ��fs;tg

f(v
�(1)
i ; v

�(2)
i ) + dmin self (vi) (13)

dmin self (vi) �X
v�
j
2V ��fs;tg

f(v
�(2)
j ; v�i ) + dout(vi) =

X
v�
j
2V ��fs;tg

f(v
�(1)
i ; v

�(2)
i ) + dmin self (vi) (14)

Equations (12), (13) and (14) imply that in both

cases v
00

i will have at least dmin self (vi) incident
edges after duplication. 2

Next, let us prove that T , an Euler tour of G
00
de-

�ned by f , is a minimum-cost tour of G
0
satisfying

(6).

Proof: BWOC, suppose that �T is a minimum-cost
tour of G

0
satisfying (6) such that

 ( �T ) <  (T ) (15)

Since �T satis�es (6), it visits each vertex vi 2 V
at least dmin self (vi) times. Then �T induces a ow
�f on G� de�ning a symmetric augmentation of G

0

as �G
00
. (15) implies that the value of �f is less than

the value of f . This contradicts the fact that f is
a minimum-cost ow on G�. 2

Example: Consider the FSM with self-loop tran-
sitions shown in Figure 3. Suppose that vertices
v0; v2; and v3 of the FSM can tolerate at most
three, and v1 at most two self-loop transitions dur-
ing each visit. Let transitions e10 and e11 corre-
spond to timeouts. After either e10 or e11 is trig-
gered, the FSM is brought into state v3. UIO se-
quences and the values of max self; dstate ver and
dmin self for vertices v0; v1; v2; and v3 are as fol-
lows:
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Test sequence (34 edges)

e0 e1 e2 e3e10 e12
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e9e0 e2 e2
e0
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e8

e6v3

e10

e11

e12

e1
e4 e6e7 e5e6 e7e6 e7e7 e11e9e12

e0
e9

e9
e1

Figure 3: Minimum-cost test sequence without self-loop repetition constraint.

Vertex UIO max self dstate ver dmin self

v0 e0 3 1 2
v1 e2 2 1 3
v2 e6,e7 3 2 4
v3 e9 3 1 2

The Chinese postman method [21] when applied to
the graph without self-loop repetition constraint
results in the test sequence

e0; e0; e1; e2; e2; e2; e10; e9; e9; e9; e12; e0;

e1; e3; e2; e4; e6; e7; e6; e6; e7; e11; e9;

e12; e1; e4; e7; e6; e7; e8; e6; e7; e5; e0 (16)

containing 34 edges (the edges used for the purpose
of state veri�cation appear in bold).

As can be seen from the beginning part of the
above test sequence

e0; e0; e1; e2; e2; e2; e10; :::

it is required that, after e1 is traversed, the IUT
should stay in state v1 for a time that allows at
least three self-loop traversals. However, this part
of the test sequence is not realizable in a test lab-
oratory because the timeout edge e10 will be trig-
gered after the second consecutive self-loop traver-
sal (i.e., max self(v1) = 2). The IUT will prema-
turely move into v3 and the test sequence will be
disrupted.

To address the problem of test sequence disrup-
tion due to timeouts, the graph of Figure 3 is con-
verted by the method described in Section 5 to

the graph shown in Figure 4. The vertices for
which condition (7) holds, which are v1 and v2,
are split and then connected by dmin self(v1) = 3
and dmin self(v2) = 4 edges, respectively. Consid-
ering the constrained self-loop problem, the test
sequence for the graph of Figure 4 is obtained as

e0; e0; e1; e2; e10; e9; e9; e9; e12; e0;

e1; e2; e2; e4; e6; e7; e11; e9; e12; e1;

e3; e2; e4; e6; e6; e7; e5; e0; e1; e4;

e7; e6; e7; e5; e1; e4; e8; e6; e7; e5 (17)

containing 40 edges.

Although the test sequence in Figure 4 is longer
than that of Figure 3, it is minimum-length with
the introduced self-loop constraint. During each
visit to vertices v0; v1; v2 and v3, the number of
consecutive self-loop edges traversed is less than
or equal to the maximum allowed number of self-
loop traversals. Therefore, this test sequence is
realizable in the test laboratory.

5.1 Results for non-self-loop UIO se-
quences

In the case of self-loop UIO sequences,
dmin self (vi), the minimum number of times vertex
vi must be included in a tour covering all edges
of Evnsl [ Eself , is de�ned by equation (2). In
the more general case, some UIO sequences may
consist of both (or either) self-loop and non-self-
loop edges.

7



Test sequence (40 edges)

e0 e1 e10 e12
e7 e5

e0 e2 e9 e2
e6 e1 e8 e6

e0 e1 e4 e6 e7
e5e6 e7 e6 e7 e7

e11 e12
e1 e4e3 e0

e2
e2 e4

e9e9 e9
e1 e4 e5

v

v

2

0 e1

e4

e5

v1

v3

e10

e11

e12

v2

*(1)

*(2)

v1

*(1)

*(2)

Figure 4: Minimum-cost test sequence with self-loop repetition constraint.

A UIO sequence for vertex vi (which we denote as
UIO(vi)) can be viewed as a concatenation of a
number of (some possibly empty) subsequences:

UIO(vi) = uio(vi; vi) � uio(vi; vj0) � uio(vj0 ; vj0) �

::: �uio(vjm�1
; vjm) � uio(vjm ; vjm) (18)

where � is a concatenation operator. In (18),
uio(vjk ; vjk) denotes the subsequence that con-
tains only self-loop edges of vjk . A subsequence
of uio(vjk�1

; vjk) is a path of non-self-loop edges
starting at vjk�1

and ending at vjk .

Based on this de�nition, there are three possible
forms that a UIO sequence can have [28]. The
optimization method presented in this paper was
generalized in our further work to account for dif-
ferent forms of UIO sequences. The results are
available in [28].

6 Testing of inopportune transi-
tions separately

We now consider the case where the valid and in-
opportune transitions are to be tested separately.
The solution presented in the previous section is
directly applicable to the valid transitions of this
test suite. However, minimum-cost test generation
for only inopportune transitions needs revisiting.
Since, separated from the valid transitions, inop-
portune transitions alone cover only a subset of the
edges, �nding the minimum-cost solution becomes
more di�cult.

Let Vself � V be the set of vertices that have at
least one inopportune self-loop transition. Dur-
ing testing, we build a tour that contains all inop-
portune self-loop transitions, which are distributed
over the vertices in Vself . To be able to bring an
IUT into a state with self-loop transitions, we must
include a subset of valid non-self-loop transitions in
a transition tour. Let dmin inop(vi) > 0 be the min-
imum number of times that the test sequence must
visit vi 2 Vself (see [26] for derivation) . The prob-
lem of testing inopportune transitions in a cost-
e�ective way is now reduced to �nding a minimum
cost transition tour in G

0
(V

0
; E

0
) that consists of a

subset of Evnsl and visits each vertex in vi 2 Vself
at least dmin inop(vi) > 0 times.

We show [26] by reduction from the Rural Chi-
nese Postman Problem (RCPP), which is known
to be NP-complete for the general case [15], that
the above de�ned problem is NP-hard. Heuristics
based on RCPP is introduced to �nd an approxi-
mate solution to testing inopportune transitions in
an optimal way.

7 Conclusion

This paper describes a method to generate a
minimum-cost test sequence with the constraint
that only a limited number of consecutive self-
loops can be realized in a given state. This con-
straint for example may be active timers that are
running in certain states. The �nal test sequence
is longer than the absolute minimum length due

8



to the additional constraints imposed on the opti-
mization problem by the timers. The test length
can be further shortened by the segment overlap-
ping techniques of Chen et al. [23, 24], Yang and
Ural [25], and Miller and Paul [6, 7].

The solution presented in this paper is applicable
to test sequences that use various state identi�ca-
tion methods such as UIO sequences, distinguish-
ing sequences, and characterizing sequences.

If the valid and inopportune transition testing
are combined, or only the valid transitions are
considered, a minimum-cost solution exists. The
minimum-cost test sequence generation for testing
the inopportune transitions separately is shown to
be NP-hard.

As future work, this method will be implemented
as a software tool and be applied to MIL-STD 188-
220A [16].
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