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Abstract| Mobile code pro vides a highly exible and ben-
ecial form of computing. However, mobile code use cre-
ates complex securit y considerations beyond those associ-
ated with the traditional mo de of computing. This pap er
describ es a bandwidth ecien t approac h to the authen ti-
cation of mobile Java codes, making our tool desirable in
applications  where low bandwidth utilization is a require-
ment (e.g., wireless networks, low power devices, and dis-
tributed  computation). Our tool embeds a cryptographic
checksum as a tamp er detecton mark into Java codes so
that the mark can be extracted to authen ticate the source
and assure the integrit y of that code. We have implemen ted
our tool in Java and evaluated its performance through em-
pirical study . Analysis indicates that our system detects,
with high probabilit y, any degree of tamp ering within a rea-
sonable amoun t of time, while avoiding increased bandwidth
requiremen ts.

. Intr oduction

A system utilizing mobile code can potentially expose
itself to a great many vulnerabilities as evidencedby the
amournt of researd in mobile code security [1], [2], [3], [4],
[5]. A mobile code downloadedto a local host could arrive
from a charlatan host or be modi ed during transit. Once
in execution on the local host, this rogue code could cause
a great deal of damageto local or distributed resourcesand
compromiseinformation integrity. The damageto the local
system could be as innocuous as playing annoying sounds
or as seere as dernying serviceto someresource,deleting
valuable data, or revealing secret information. The risk
also exists for a malicious host to causeharm to a mobile
code, altering or forging code that passeshrough the ma-
licious host. In light of these scenarios, security models
that addressmobile codes are in critical demand. From
a security standpoint, these concernsrelate to the code's
well-formedness(e.g., syntax and type compatibility), be-
havior (e.g., le and memory access,and resourceutiliza-
tion), and integrity (e.g., Did the code arrive from a trusted
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host? Did the code arrive intact and unchanged?).

As de nitions of mobile code tend to vary, the phrase
mobile code in the context of this paper is de ned very
looselyas any code compiled on a machine other than that
which it is to execute. Under this de nition, almost all
current software can be classi ed as mobile code.

We have deweloped a tool called MOST (MObile Soft-
ware Tamper detection). MOST enablesa mobile software
systemto validate mobile Java codeswith authentication
data that is derived from the code itself without increasing
bandwidth requiremerts, without the risk of separation of
authentication data from code, and without relying on a
third party authentication agert. MOST embeds authen-
tication data which we term a Tamper Detection Mark
(TDM), a cryptographic chedksum, within the code as a
way to addressthe issuesof code integrity and authentica-
tion. This tool can be utilized within a Java environment
to detect virtually any degreeof tampering or alteration
to a Java code. The Java platform was chosendue to its
popularity asa mobile code and mobile agert language[6].
Authentication with the MOST tool is optional; a code
carrying a TDM is semartically equivalent to the original
versionof the code without the TDM and can executewith-
out any special pre-processingshould authentication of the
code not be desiredor should the code executeon a system
that is not MOST-aware.

Authentication data in MOST is communicated via
steganographictechniques which decreasebandwidth re-
qguirements and obscurethe existenceof the authentication
data from casualview. A two-fold reduction of bandwidth
requirements is achieved by (1) encading the authentica-
tion data within the mobile code thus eliminating the need
to treat authentication data asadditional information dur-
ing transmission, and (2) preverting separation of authen-
tication data from the code thus eliminating the situation
where authentication data is lost or damaged which re-
quires additional bandwidth to retransmit the authentica-
tion data.

Steganograply is the processof hiding information in
other information [7]. Steganograply has been used
throughout the agesas a means of subliminal communi-
cation. A secret messageis embedded in seemingly in-
nocuouscover data (e.g., a picture, text, or symbols). The
embedding processusually exploits statistical randomness
or noisewithin the data of the cover medium to hide the
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Fig. 1. Embed phase for the MOST tool.

secret. The secretmessagecan subsequetly be delivered
unnoticed becaussdts existenceis di cult to detect. Hence,
this technique permits the exchangeof information to occur
without there even being the perception that communica-
tion ever took place.

The remainder of this paper is organized as follows. In
Section Il, we present an overview of the MOST tool, de-
tails on its implementation, and empirical evaluation. Sec-
tion 111 providescontext for this work by reviewing existing
security techniquesfor mobile agerts and mobile code. In
Section IV, we summarize and discussfuture researt di-
rections.

II. The MOST Tool

The MOST tool provides designersand usersof mobile
code systemswith a way to embed authentication data
within the code itself, thus reducing or eliminating seeral
undesirable aspects (e.g., executing altered or forged code
on the user's machine, and retransmission of lost or dam-
agedauthentication data). Embedding the authentication
data within the code (1) reducesbandwidth requiremerts,
(2) reducesthe chance of separating authentication data
from the code, (3) obscuresthe existenceof the authenti-
cation data from casual view, and (4) eliminates reliance
on a third party (e.g., a certi cate serwer). The savings in
bandwidth is a direct result of the steganographicencading
of the authentication data within the mobile code.

The MOST tool is designedto function either asa stand
alone authentication tool or as an authentication API for
inclusion in a mobile code system or framework. An
overview of the framework for the MOST tool is showvn in
Figures 1 and 2. MOST operatesin two phases,an embed
phase and a validate phase. The embed phase typically
takes place on the host which compiles the Java source
code. We shall call this host the trusted host. A basic
example utilizing MOST follows: the trusted host com-
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Fig. 2. Validate phase for the MOST tool.

piles a Java application, embedsa TDM within ead of the
application's class les, and makesthe program available
for download. The local host downloads the application,
validates the TDM within ead class le via MOST and
proceedswith execution basedon the validation results.

From Figure 1, the TDM is created during Step One by
computing a hashvalue of the Java class le and encrypting
that hashvalue with the secretkey. Each TDM sernesas
a cryptographic chedksum for the class les that compose
the mobile code.

Embeddingthe TDM in a Javaclass le is accomplished
by permuting the order of the constart pool table. This
table is similar in function to the symbol table of binary
executable le formats (e.g., ELF [8]). The permutation
algorithm utilized is that given in [9]. Manipulating the
order of the constart pool table requiresthe entire class le
to be updated to re ect the newtable ordering asthere are
many referencesto constart pool table objects throughout
the ertire Java class le. The embedded TDM is now part
of the class le, represerned by the ordering of the constarnt
pool table.

Once the TDM has been embedded within the code in
Step Two of Figure 1, the mobile codeis ready for transmis-
sion to the local host. The new class les created during
the embed phase are sematrtically equivalent to the orig-
inal Java class les; the same computation is performed
and the runtime performance of the computation is not
aected. Thesenew class les with embedded TDMs are
able to executeon a regular Java Virtual Machine (JVM)
with no special pre-processing.

Oncethe mobile code has arrived on the local host from
trusted host, the local host can validate the code with the
MOST tool. During the validation phase, the TDM of
ead class le is extracted, and the valuesof the decrypted
chedksums are usedto validate their respective class les.
The validation phaseis showvn in Figure 2. To extract the



TDM, Step One requires a Java class le with embedded
TDM and outputs the extracted TDM and a new class le

without a TDM. Extraction of the TDM from the class le

involves nding the represeried permutation of the con-
stant pool table. This processis simply the inverseof the
permutation algorithm utilized during the embed phase,
and yields the value of the TDM. Step Two acceptsthe
new Java class le, the TDM, and the secretkey asinput.

During Step Two, the value of the TDM is decrypted with

the secretkey and comparedwith a locally generatedhash
value. Agreemern of the local and extracted hashvaluesin-
dicate successfulcode authentication. If the code has not
been altered since insertion of the TDM and the proper
keys have beenusedto create and validate the TDM, the
validation result will return true. Any alteration to the
code or incorrect key use will result in a failing validation

phase.

A. Security Properties

MOST will always be ableto extract a mark from alegal
Java code; there is always an order to the constart pool
table. Any code acceptedfor executionby the JVM de nes
a legal Java code. The extracted mark from this code will
either beavalid TDM or garbage(e.g.,the TDM may have
beenscranmbled by recompilation yielding an invalid mark).
If the extracted mark is a valid TDM, MOST will correctly
validate the mobile code. If the mark is garbled, MOST
will identify the code as altered.

MOST is very sensitive to changesto TDM protected
code. Evenif an altered code is semaritically equivalent to
the original code (e.qg., slight changeshave been made to
the class le which do not a ect the computation), MOST
will signal a validation error. Any alteration, no matter
how insigni cant, is detectable by MOST.

The security of MOST is reliant upon the security of the
encryption and hash functions used to create the TDM.
As long as the hash function employed by MOST has a
low probability of collision, the probability of an opponent
nding another Java code that hasthe samehashvalue as
the original code is low. Compounding the dicult y of a
collision attack in this unlikely evert is the fact that the
code that collides with the code under attack must be a
legal Java code, or the JVM will halt execution and signal
an exception. A desirable property of any good hash func-
tion provides for a change in 50% of the bits of the hash
value should there be a 1-bit changeto the class le. For
the MOST implemertation, we chosetwo well-known hash
functions, MD5 [10] and where possible, SHA-1 [11]. Both
of these algorithms are acceptedin many publicly avail-
able digital signature and encryption software packages,
though SHA-1 is consideredto be the stronger of the two
algorithms [12]. The encryption algorithm chosenfor our
proof-of-concepttool is DES [13] asit was a readily avail-
able public Java library padage. However, MOST was de-

signedin a mannerto permit both the hashand encryption
functions to easily accept new algorithm implementations
asthey becomeavailable.

Reverseengineeringof a TDM-protected mobile code by
a malicious host and subsequeh recompilation will result
in a code with an invalid TDM. For this sort of an attack
to succeed,the malicious host must have the secret key
usedto createthe TDM. Without the secretkey, the TDM
in the compromised code will not match the locally gen-
erated authentication data by the local host. During the
validation phase,the local host will immediately be able to
detect that the code under consideration has beenaltered.

MOST assumedghat the secretkey for the TDM is com-
municated over a securechannel prior to transmission of
the mobile code. While key distribution and managemei
is critical to security interests, this work here doesnot at-
tempt to addressthis problem. Key distribution and man-
agemern is an area of active researt with seweral worth-
while treatments and analyses. A good starting point of
information for the reader can be found in [14], [15].

B. Performance Evaluation

MOST was implemented entirely in Java, utilizing the
BCEL [16] and Cryptix [17] packages. The goal of our
empirical study wasto investigate the amourt of time and
spaceour technique requiresto processa set of mobile Java
codes. Program correctnessof all TDM-protected code was
also of utmost interest. All experiments were performed
on a 300MHz Sun Ultra-10 machine with 192MB physical
memory running the Java 2 platform. We tested our im-
plemertation on the SpecJVM98 [18] suite where reported
times are the medians of three execution times.

Wereport results for sewven of the ten SpecJVM98 bench-
marks. Three of the benchmarks (jack, javac, and mpegau-
dio) contain class les with constart pool tablesthat do not
meet the minimum size requiremert of 21 entries. With a
constart pool table sizeof 21 entries, MOST can encade 64
bits of information (DES is a 64-bit cipher). There exist
21! permutations of the 21 ertries in the constart pool ta-
ble, and 20! < 254 < 21!. We are examining techniques to
addressclass les which contain constart pool tables with
fewer than 21 ertries.

Timing data for the benchmarks processedoy MOST is
given in Table I. Most benchmarks contained more than
one class le; a single program in Java is often composed
of multiple class les. Averageclass le sizesare given (in
KB) aswell asthe total sizeof all class les for ead bend-
mark. Table | also lists the averageand total number of
ertries within the constart pool tables of the class les for
ea benchmark. The approximate time to transmit the
bendimark over a 53 Kbps bandwidth line (approximate
bandwidth of a consumer modem) is given in secondsto
give the reader somebasefor viewing MOST performance.
The last four columnsindicate the averageand total times



Name # of File Size Pool Size Xmit  Time Embed Time Validate Time
Files (KB) (# of entries) (seconds) (seconds) (seconds)
Avg T otal Avg T otal Appro x Avg T otal Avg T otal
mirt 1 0.84 0.84 51 51 0.13 0.45 0.45 0.38 0.38
checkit 3 1.92 5.76 104 312 0.87 0.25 0.75 0.19 0.58
db 3 3.31 9.92 192 577 1.50 0.37 1.1 0.22 0.67
jess 5 2.08 10.4 98 488 157 0.22 1.09 0.14 0.72
compress 12 1.45 174 79 950 2.62 0.09 111 0.07 0.84
check 17 232 | 39.43 116 1965 5.95 0.11 1.94 0.07 1.16
raytrace 25 2.23 55.66 86 2155 8.40 0.1 2.54 0.05 1.33
TABLE |

Embed and valid ate times for SpecJVM benchmarks.
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Fig. 3. Chart showing average embed and validate times (in seconds)
per class le for each benchmark.

(in seconds)for the embed and validate processesEmbed
time includestime to createand embedthe TDM while val-
idate time includestime to extract and validate the TDM.
The averagetime recordedis the averagetime for MOST
to processead class le in the given benchmark. We note
that MOST did not take much time to processead in-
dividual class le. It took an average of 0.14 secondsto
create and embed the TDM and 0.09 secondsto extract
and validate the TDM per class le.

Figures 3 and 4 show results of our performancetesting
for eadh benchmark. The averageprocessingtime per class
le per benchmark is presened in Figure 3, while the total
time to processan ertire bencdmark (and all assciated
class les) is preseried in Figure 4. In both gures, the
bendmarks are listed on the x-axis in order of the available
stego-data bandwidth (i.e., TDM capacity). As the total
sizeof the ertire benchmark getslarger, the time to process
the program increasesas expected.

From Figure 3, we obsened no consistert correlation be-
tweenembed (validate) times and individual class le size
or constart pool size per benchmark. This conrms that
there are a number of factors a ecting embed (validate)
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Fig. 4. Chart showing total embed and validate times (in seconds)
for each benchmark.

times. Someof these factors include number of interfaces
implemented by the class,the number of referencesin the
class le to the constart pool table, and the hashalgorithm
used. For all bencdhmarks, the validate time is consistertly
lessthan the embed time, something which is desirable for
the local user running a distributed code.

Figure 4 indicates how the total embed (validate) time
increasedas the size of the entire benchmark increasedin
our experimernts. Again, the total embed time was consis-
tently larger than the total validate time per benchmark
for all benchmarks in our experiments. Lastly, the trans-
mit time over a 53 Kbps line was signi cantly higher than
processingtime for larger benchmarks.

Both gures show bene cial properties of MOST. The
time to extract and validate the TDM is always strictly
lessthan the time to create and embed the TDM. This is
a desirable property, as a potential useof MOST could in-
volve embedding a TDM onceon a trusted le sener and
extracting and validating the TDM possibly many times
by many lesspowerful client machines. While network ca-
pacity is a dynamic property, and an arbitrary 53 Kbps
bandwidth was chosenfor comparison of our timing data,



the relation betweenbendmark transmissiontime and ex-
tract and validation time is also favorable for MOST.

After timing data was collected, processedbenchmarks
were executed to verify program correctness. All bench-
marks with embedded TDMs executedcorrectly and with-
out any changein performance. Benchmarks with TDMs
were alsoaltered to test the ability of MOST to detect var-
ious degreesof tampering. The alterations for ead bench-
mark ranged from editing a single bit with a hexadecimal
code editor to reverse engineering (decompilation, alter-
ation, and recompilation). As was expected, any alter-
ation resulted in a dierent TDM and thus, was detected
by MOST.

I1l. Related work

There are many facets of security applicable to mo-
bile code [4], [3]. The rst consideration is to determine
whether the goal is to protect the host from potentially
malicious code, or to protect the code from potentially ma-
licious hosts. A vast amount of work addressessecurity is-
suesrelated to foreign code execution on local and remote
machines and how to protect those machines. Our work
addresseghe issuesof code integrity and authentication.

In Java, the strong typing and rigorous run-time cheds
performed by the JVM protect the local machine from
poorly formed Java code [19]. The JVM is the componert
of the Java systemthat executesplatform independert Java
class les (Java programs). Thesecheds performed by the
JVM prevent against such actions asimproper memory ac-
cessand assignmer.

Executing code in a restricted memory areais known as
utilizing a referencemonitor or sandbox [19]. The sandbox
paradigm is the security model usedby the JVM when run-
ning Java applets and many commercially available mobile
code security solutions. Accessto system resources(e.g.,
local le system, network, or printer) can be restricted to
prevent a malicious mobile code from performing undesir-
able actionswhile in executionon the local machine. While
the sandbox cano er somedegreeof protection to the user
of mobile code, its presencecan be rather cumbersomein
de ning and managingsecurity policiesfor certain applets,
hosts, and domains. Further, the sandbox does not ad-
dress the issuesof authentication of the author nor the
validation of code integrity. Hauswirth et al. have ex-
tended the JVM's security mechanisms while simplifying
its implementation via the Java SecureExecution Frame-
work (JSEF) [20]. The JSEF streamlines Java's security
policy model while providing greater functionality through
a more expressiwe, hierarchical security framework. While
the JSEF vastly improveson the standard security model
provided by the Java architecture, the issuesof authen-
tication and validation are again left to certi cates and
signatures.

Kozen [21] and Necula [22] have extended protection

to the local machine via certi ed code and proof-carrying
code, respectively. Both of these techniques provide a
meansto guarantee the correct runtime behavior of a code
in terms of someprede ned security policy. Certied code
is produced by a certifying compiler and is guaranteed
in terms of type safety, control ow safety, and memory
safety. Proof-carrying code can enforceany prede ned se-
curity policy via a user-de ned, compiler generatedproof.
Complete automation of proof generationfor moreinvolved
security policies is still an area of active researt. Ap-
pel and Felten [23] have extended the proof-carrying code
framework to the idea of authentication. This distributed
authentication framework provides for the authentication
of requestsvia user generatedproofs.

A certi cate permits oneto validate the identity of the
author of mobile code which has been downloaded to the
local host [24]. Certi cates are lacking in seweral areas: (1)
the certi cate can be separatedfrom the code, (2) extra
time, bandwidth, and resourcesmust be usedto handle
the certi cate, (3) the degreeof con dence one can place
in a certi cate is directly impacted by the integrity of the
issuing authority and the degreeto which that authority
investigatesthe identit y of the author, (4) a certi cate can
not inform the user if a mobile code was modi ed in any
way betweenthe time it was compiled on the trusted host
and the time it is run on the local macdhine, and (5) the
certi cate sener provides a single point of vulnerability;
oncethe certi cate senerhasbeencompromised,the ertire
systemis vulnerable.

Signed code (e.g., signed Java archives known as JAR
les [19]) can addressthe issueof identifying compromised
mobile code. Signaturesdo not su er from the single point
of vulnerability that certi cates do. The main shortfalls of
convertionally communicated signatures are: (1) the sig-
nature requires extra space and bandwidth, and (2) the
signature canbecomeseparatedfrom the code requiring ad-
ditional bandwidth to retransmit the authentication data.
A uniqgue denial of service attack can be orchestrated by
simply removing a digital signature from the signed code
during transit. Once the code arrives at the destination,
authentication will not be possible. The destination has
no way of knowing whether the absenceof the signature is
dueto network error or maliciousintent. Repeatedrequests
for retransmission of the code could follow. Removal or al-
teration of the more bandwidth e cient TDM from code
mandates tampering with the code. The MOST system
immediately alerts the destination of tampering in suc in-
stances.

Recert work has focused on shortening the length of
digital signatures. Short signatures are desirablein areas
where bandwidth is limited (e.g., digitally signed Internet
postage, hand-keyed digital signatures, and wireless net-
works). Naccade and Stern [25] propose a scheme that
usesa variant of Digital Signature Algorithm (DSA) and



Elliptic Curve Digital Signature Algorithm (ECDSA) to
shorten the length of a signature to 30 bytes. Naccade
and Stern state that further optimization can reduce the
signature sizeto 26 bytes. Boneh, Lynn, and Shadam [26]
describe a schemethat utilizes elliptic curvesand produces
a digital signature on the order of 20 bytes.

Sanderand Tschudin [27] have completed work on Com-
puting with Encrypted Functions (CEF), which is directed
more towards protecting code from malicious hosts. This
work demonstrates that what they term as computing
within a cryptographic \safe-haven" is an areathat shows
some promise in the future. Currently, there is no real-
world implementation of this idea that addresseghe secu-
rity problemsfacedby the userof mobile code. Algesheimer
et al. [28] have expandedupon this approach wherein crit-
ical fragmerts of mobile code are executedvia encrypted
functions on remote hosts. A minimally trusted third party
is usedto perform cryptographic operations on behalf of
the hoststo protect the mobile code. This approad is not
practical for large applications, but may prove usefulwhere
privacy critical parts of the computation can be split out
of the application for fragmented execution.

IV. Conclusions and Future Work

We have designedand implemented a tool to enable a
user to validate the integrity of mobile Java codesin a
bandwidth e cient manner. Validation assuresthe user
that the code was generatedby a host holding the appro-
priate key and that the code was not altered in any way
betweenthe time the code was marked using MOST and
the time the user performs the validation chek. MOST
embeds a cryptographic chedksum within the code via
steganographictechniques,thus eliminating the risk of sep-
aration and extra bandwidth requiremerts of digital sig-
natures and certi cates. These aspects make MOST an
attractiv e form of tamper detection in wireless network
systems, low power devices,and distributed computation
systems. Due to its stand-alone nature, MOST does not
su er from the samevulnerabilities asutilizing a certi cate
sener, with its single point of failure for the entire system.
MOST makes code validation optional, thus validation is
lessobtrusive than encrypted code, which mandates addi-
tional processingof the encrypted code before execution
can begin.

Analysis indicates that our tool detects, with high prob-
ability, any degreeof tampering with a mobile Java code
and can do so within a reasonableamount of time. This
makes our tool desirableto designersand usersof mobile
code systemsand software.

While Java is the most popular means of writing and
providing mobile code, we are currently looking into ex-
panding the set of codes that our system can handle to
include mobile code and mobile agerts in languagesother
than Java.

\The views and conclusions contained in this document are those of
the authors and should not be interpreted as represerting the o cial
policies, either expressed or implied, of the Army Research Labora-
tory or the U. S. Government."
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