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ABSTRACT

Many researchers are investigating the use of adaptive program

transformation as a way to efficiently improve program performance.

Performance improving transformations are performed at runtime
to adapt to the possibly changing runtime characteristics of the pro-
gram. Leveraging this kind of program transformation on multi-
ple hosts can achieve these same performance gains while reduc-
ing the overhead to apply the transformations on the local machine
running the program. The reduction in overhead is obtained by
distributing the responsibilities for the transformation process to
multiple hosts throughout the network. The use of this technology
could greatly benefit applications running on networked compu-
tation nodes; however, one must first establish confidence in the
secure generation and distribution of the transformed versions of
the original program before acceptance and execution can occur
for many network environments.

Since programs are being transformed dynamically, traditional
program validation methods such as checksums and digital signa-
tures will be unable to efficiently meet the security needs of this
possibly itinerant, transforming software. New validation methods
must be developed in order to allow future software to avail itself
of the advantages that dynamic program modification may provide
while mitigating potential security risks. In this paper, we present
our framework to validate dynamically-transforming software in a
manner that enables the system to restrict how the software can
transform as it executes on a network of hosts. Our prototype sys-
tem utilizes specification languages to communicate program trans-
formations and controls for those transformations on hosts in the
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system. This first step towards validating evolving mobile code
before transformation occurs, will make dynamically-transforming
software a safe and viable future technology.
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1. INTRODUCTION AND MOTIVATION

It has been shown that adaptive optimization of programs dur-
ing execution can provide an appreciable performance boost [2,3].
With this kind of execution scheme, programs are transformed dur-
ing execution to optimize their performance based on their current
runtime input, state, and environment. This approach can generate
a much more specialized or highly-tuned version of a program than
the traditional static compilation/optimization paradigm is able to
produce. For clusters of networked hosts, performing the steps of
adaptive optimization in task-parallel can provide even greater per-
formance gains [29]. These gains are achieved by allowing the
computation to continue on one host while transforming it in par-
allel on another.

Applications often execute within untrusted network environ-
ments. Dynamic program transformation within this type of envi-
ronment can introduce the same security concerns that exist when
allowing mobile code or programs to run on local hosts. The prob-
lem of mobile code security is one that has been actively studied,
and one which remains an active area of interest [5, 8, 12,22]. Be-
fore adopting dynamic program transformation technology in an
untrusted environment, one must first establish a method to vali-
date the transformations that are to be applied to the program. Fail-
ure to do so could result in catastrophic loss or damage to system
resources. In some network environments, it may not be possible
to establish complete trust in all hosts. For this reason, there must
exist a way for a host to accept or reject dynamic optimizations
(or transformations) that are to be applied to a program. The deci-
sion to accept or reject program transformations must be based on
a well-defined policy for the program.

Traditional mobile code validation methods such as checksums
and digital signatures [17,21,27] will be unable to efficiently meet
the security needs of dynamically evolving software; the original
signature or checksum becomes invalid immediately after the soft-
ware evolves or is modified. New methods for validation must be
developed in order to allow future mobile codes to avail themselves
of the advantages that dynamic program transformation may pro-
vide while mitigating potential security risks. In networks with



constrained resources, this must all be done in the most efficient
manner possible.

In this paper, we present our framework to validate dynamically-
transforming software in a manner that enables the system to re-
strict how the software can transform as it executes on the network
of hosts. One example application environment for such a system
would be a network of low power remote sensor devices connected
via a wireless network. Such networks are being deployed for in-
terests as varied as military, commercial and research applications.
Another example environment would be intelligent devices con-
nected via a Bluetooth network [6].

Our framework utilizes specification languages to communicate

program transformations and controls for those transformations within

the network. This framework will allow the client nodes within the
network to refer to a transformation control policy before accepting
any proposed changes to a program.

The particular contributions of this paper are:

e Generalization of adaptive, distributed program transforma-
tion from a closed, trusted environment to a more open, po-
tentially malicious environment

e Formal identification and presentation of the issues posed
by adopting this paradigm of distributed, adaptive program
transformation

e Presentation of our framework to address the identified issues

e Definition and specification of a language to control and re-
quest dynamic program transformations within our frame-
work

For the purposes of this paper, the term mobile code and mo-
bile agent both refer to any itinerant software that may be modified
(by itself or by some other entity) as it travels through a network
of computation nodes. These nodes may be interconnected via
a wired or wireless network in a potentially hostile environment.
The concepts of self-modifying software and mobile agents are not
new [20]. While many present day examples of self-modifying
software are of a malicious nature (e.g., worms and viruses), re-
search is beginning to explore the positive benefits of this software
paradigm [19].

The overall goal of this research is to provide a method to control
or restrict how a program transforms once deployed to a network
of computation nodes. There exists a delicate balance between de-
signing an automated system which has enough flexibility to permit
the kinds of program changes which provide benefit to the user, and
designing a system which is powerful and robust enough to prevent
programs from changing in undesirable ways, thus allowing mali-
cious programs to enter the system. Compounding the difficulty in
designing such a system, describing program behavior and change
in an automated way (i.e., by a machine) is very difficult [9, 26].
This is why many present-day methods for detecting previously
categorized malicious code patterns rely on pattern matching tech-
niques. Viewed in this light, these techniques are reactive, rather
than proactive technologies; these technologies can identify a ma-
licious behavior pattern only after that pattern has been previously
identified and labeled as such. One example to illustrate this point
is the use of virus definition files by anti-virus programs; these files
must be continuously updated to the latest virus definitions for the
virus detection software to remain effective.

The remainder of the paper is organized as follows. In Sec-
tion 2, we provide relevant background material for this problem.
We present an overview of our framework Section 3. We then pro-
vide details on specification languages, and system implementation

in Sections 4, 5, and 6. Lastly, we conclude with a discussion of
related work in Section 7, and a summary of our contributions in
Section 8.

2. PROBLEM BACKGROUND

Evolving Software and Security

An example of dynamically evolving mobile code can be seen in
systems that utilize just-in-time compilers (JITs) [4, 10], dynamic
translators [13], and dynamic code instrumentation [28]. A JIT,
typically used for interpreted languages (e.g., Java or LISP), dy-
namically compiles portions of a program down to native machine
instructions for faster execution (because instruction interpretation
is normally slower than native instruction execution). JITs are nor-
mally designed not to modify the semantic behavior of a program,
but to improve performance on a given host during a particular
instance of a program run. Dynamic translation attempts to in-
crease software reuse by translating program instructions originally
written for one architecture to a different target architecture at run
time. Dynamic program instrumentation adds code to a program
(thereby instrumenting the program) at execution time for the pur-
pose of profiling program behavior. This enables targeted optimiza-
tion and program testing based on program execution with real user
input. The various benefits of any kind of dynamic modification of
a program (e.g., self-modifying mobile code, JIT, and instrumented
code) are increased flexibility and adaptability within the system
(e.g., code optimized for current input sequences or code that learns
from its environment and modifies its behavior).

Adaptive optimization systems like Jikes RVM [3] and ADAPT [29]
recompile portions of a program during execution while applying
targeted performance improving transformations to the program.
The newly optimized sections of the program are swapped with the
older code once they are made available by the dynamic optimizer.
Research demonstrates that the performance gains of this approach
make up for the overhead of performing the required analysis and
the time to complete the program transformations [3]. These gains
can be achieved over static, compile-time optimization because the
dynamic optimizer has more information about the data and state of
the program than does the static compile time optimizer. Voss and
Eigemann showed that additional performance gains can be made
by performing the transformations in parallel on a separate host
while execution proceeds on the Client Node [29].

A vast amount of research targets security issues related to non-
evolving mobile code. Current techniques include computing check-
sums (e.g., HMAC) [21] over the object file of the software and
digitally signing the software (e.g., RSA and DSA) [24,27]. As
previously stated, these techniques apply to static software which
does not evolve after computation of the checksum or signature.
Any alteration to the form, state, or instructions of the program af-
ter computation of the checksum invalidates the original checksum.
If every node in the network is trusted and encryption keys are man-
aged appropriately, a new signature could be generated each time
the code evolves or changes on a node. However, this approach can
become cumbersome in some instances, and not possible in others
(i.e., in instances where not every node in the network is able (or
trusted) to have their own signing keys).

There exist new techniques to steganographically embed authen-
tication data within a program [14,17, 18]. These approaches take
advantage of certain properties within a program to encode data
which can function as a Tamper Detection Mark (TDM) without
increasing program size, or altering program structure, semantics,
or performance. While this novel approach is appealing as it eases
management and distribution of authentication data and reduces
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Figure 1: Generalization of network operating environment.

the probability of success for certain kinds of attacks, this tech-
nique does not address instances where the program evolves as it
moves through a network and the TDM is not updated. This is the
same vulnerability as previously mentioned for traditional check-
sum/digital signature techniques.

Network Environment

Figure 1 presents a high-level view of an example of the general
network environment in which our framework is designed to oper-
ate. The network will contain:

o A Trusted Server that distributes the original version of the
program and defines the transformation control policy

o At least one Client Node that is considering execution of the
software and possibly requesting transformations to the pro-
gram

e One or more Benign Intermediate Nodes (i.e., other Client
Nodes) that may have hosted the software in the past or re-
quested program transformations

e Three or more Server Pool Nodes, which are essentially a
pool of nodes designed to assist the program transformation
process — the Server Pool is treated as a single entity, not a
collection of nodes

e Perhaps one or more Malicious Nodes that may attempt to
transform the program in a nefarious manner

The network can be divided into two or more subnetworks. This
network can utilize either a wired or wireless transmission medium.
The configuration of the network can be either static (i.e., set once
and the network does not change) or dynamic (nodes can enter/leave
the network as time progresses). Client Nodes in the network trust
all content from the Trusted Server. Client Nodes need only mar-
ginally trust Server Pool Nodes. Content from any other source in
this network (i.e., other Client Nodes) is not trusted.

The network in Figure 1 is partitioned into N distinct subgroups.
The classification for this grouping can be by geographic location,
function of the client node, environmental conditions, or other cri-
teria. Based upon the grouping classification, any Client Node from
a given group represents all Client Nodes from the group. Within
each subgroup of the network, a collection of Client Nodes func-
tions as the Server Pool.
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Figure 2: A proactive program transformation control frame-
work.

Server Pool technology has been devised to provide reliable ser-
vices to networks of hosts [15]. The basic concept behind a Server
Pool is to create a pool of several servers which provide the same
service for a network. Through this pooled redundancy, service
interruptions are able to be reduced. In our system, Client Nodes
need only marginally trust nodes in the Server Pool.

3. CONTROL FRAMEWORK

In our approach, the steps towards designing a system which ad-
dresses the secure deployment and use of dynamically transforming
mobile code are to (1) define the program transformation policy,
(2) record and communicate that policy securely to client nodes,
and (3) verify that received program transformations comply with
that policy. The approach to each of these problems reveals addi-
tional issues which affect the formulation and implementation of
each phase of the system.

Depending on the goals and the security requirements of the
system, two different philosophies in approach can be taken when
defining the program transformation policy for change. A permis-
sive approach would, by default, permit all modifications to a pro-
gram, unless explicitly disallowed. This approach would foster the
most creative, flexible environment for program change, but could
create the highest security risk for the system. Conversely, a restric-
tive approach would disallow all program transformations, unless
explicitly allowed. A restrictive approach could generate policies
that are easier to verify than a permissive approach and create less
risk for the system while potentially stifling program change.

Our approach focuses on the point before a change or transfor-
mation is to be applied to a program, and thereby functions as a pro-
active technology. A generic overview of the approach where trans-
formations are dynamically applied to a program is shown in Fig-
ure 2. The system consists of a Trusted Server, the Server Pool, and
Client Nodes. Various components of the Dynamic Transformer re-
side on either the Server Pool or the Client nodes, depending on the
network configuration.

An example scenario giving the details of our system follows.
The Trusted Server publishes a program, P, to the network. P
performs some critical function or computation that the Trusted



Server seeks to protect from alteration. To protect this function-
ality or computation, the Trusted Server also publishes a Transfor-
mation Control Specification (TConS p) which is associated with
P. This content (P and TConSp) is signed with the appropriate
keys for future validation. Each host in the network receives P
and TConS p, validates both objects with the appropriate keys, and
proceeds with computation pending successful validation. During
the execution lifetime of P, opportunities for transformation may
exist. These opportunities may arise based on the nature or fre-
quency of program input, the nature of the computation, or context
changes. When these opportunities occur, the request to perform
the change is encoded as a Transformation Request Specification
for P, (TReqSp). The TReqS p is generated on the node running
P (e.g., a Client Node or a node within the Server Pool) and is a
specification that requests specific transformations to be applied to
a precise point in P. Before the transformation can be applied to
P, TReqS p must be validated at the very least by the Server Pool
with TConS p. If the validation succeeds, the transformation is ap-
plied. If the validation fails, the Trusted Server is notified and the
transformation is not applied.

4. SPECIFICATION LANGUAGE DETAILS

Formal specification is the main vehicle to communicate the poli-
cies and requests for program transformation in our framework. We
have developed a language to handle communication of the control
and requests of program transformations (TConS and TReqS, re-
spectively).

<specification> :=
TCONS <class_name> {
<method_rule>

}

<method_rule> :=
/* epsilon (empty production) */
| METHOD <method_name> {
<transformation>

}

<transformation> :=
/* epsilon (empty production) */
| <transformation_name> {
address (<addrange>,
<transformation_rules>);

}

<transformation_rules> :=
/* epsilon (empty production) */
| /* <transformation
specific rule
productions> */

<class_name> :=
/* identifier token */

<method_name> :=
/* identifier token */

<addrange> :=

<adress> <address>

<address> :=
/* address token */

Figure 3: Grammar for TConS language

In this section, we present the grammar for the TConS language

and some examples of its use. Figure 3 shows a simplified gram-
mar for the TConS language. In this figure, productions for the
language take the form of <non_terminal> := production, where
production can be zero or more terminals or nonterminals repre-
senting other productions. The symbol “|” is used to indicate the
disjunction “or” for a compound production. From Figure 3, we
see that a TConS specification takes the general form:

TCONS
"class_name" {
"method_name" {
"transformation" { "specific_rules" }

}

The “TCONS” keyword tells the system that this is a specification
to control program transformations. The remainder of the specifi-
cation is composed of blocks of text within curly braces (“{“ and
“}”) much like any C, C++, or Java program. Transformations can
be specified on a class, method, or address level. The initial trans-
formations that this system is being designed to handle are:

e Constant propagation

e Copy propagation

e Method inlining

e Dead code elimination

e Scalar replacement of aliases

e Common subexpression elimination

e Right-hand side of assignment statement transformation

With one exception, the above transformations are those commonly
employed in optimizing compilers and defined in [23]. The “right-
hand side” transformation is a generalization of any program trans-
formation which affects the right-hand side of any assignment state-
ment to a variable of interest. Additional transformations will be
added as the system matures.

Figures 4 and 5 give an example Java program and its associ-
ated TConS specification. The statements of each method from
the example program in Figure 4 have been labeled with contrived
addresses, shown along the left side. The addresses given in this
example represent the address of the corresponding sequence of
bytecode instructions.

The TConS specification shown in Figure 5 defines policies for
methods main and subtract of class foo. The specification
allows copy propagation of the value in variable w (unless being
assigned to y) and of the variable x (only if being assigned to z) be-
tween address 0 — 36 in method ma in. Within method subtract,
copy propagation is permitted for variable a and variable b (only if
assigning b to ¢ or d) between address 0 — 20.

Currently, the TConS specification is generated by hand after the
program is compiled to Java class files. One future goal for this
work is to automate this process through interaction within an inte-
grated programming environment where a programmer can select
regions of program source code to apply high-level abstractions
of transformation restrictions. Detailed restrictions for individual
transformations will always be permitted in this system; however,
we do not want to require that sort of low-level involvement from
the programmer.

An example application and generation of the TConS specifi-
cation could proceed as follows. A program is deployed to the
network which contains one particular value, computation, or oper-
ation that the Trusted Server wants to protect. To generate a policy



public class foo {

public static void

0 main (String args([]) {
4 int w, x, vy, z;
8 w = 5;
12 x = 10;
16 y = w;
20 zZ = X;
24 System.out.println(
"The answer is: " +
subtract (w, z) );

}

public static int

0 subtract (int a, int b) {
4 int ¢, d;

8 c = a;

12 d = b;

16 return c - d;

Figure 4: Example Java program

that prevents any alteration to that value or operation, a backward
slice! of the program is generated, and all transformations to the
values/operations contained within that slice are prohibited.

We are designing the grammar in a generic enough manner to
be able to control many kinds of program transformation and to
request individual or specific program transformations. For now,
the system is being designed to handle only those program trans-
formations as implemented by the Jikes RVM, the basis for our
prototype implementation. As such, the TReqS is merely the opti-
mization level passed to the optimizer (i.e., level 0, 1, or 2 within
Jikes RVM).

S. PROTOTYPE IMPLEMENTATION

We are using the Jikes RVM [3] as the framework base in our
prototype. Jikes RVM is a research virtual machine that performs
adaptive optimization on Java programs. Our system partitions
Jikes RVM into distinct phases which can be evoked and controlled
via the TReqS and TConS specifications. The partitioned phases of
the Jikes RVM serve to function as the various phases which would
reside on the Client Nodes and the Server Pool. Initial simulations
indicate that we are able to prevent or control transformations that
are applied at a specific point within a program in Jikes RVM.

Program transformation is permitted/prohibited during the opti-
mization phase of the Jikes RVM by consulting the TConS before
the transformation is applied to the program. During each phase of
the optimizer, a specific transformation is applied at specific points
within the program. As the optimizer prepares to perform a given
instance of a transformation, it performs a lookup in the TConS to
see if that transformation is permitted at that point in the program.

"Program slicing is a program analysis technique that, for a given
point and value in a program, examines the source code of that pro-
gram and produces a listing of all the statements that either affect
the computation of the value at that point (i.e., a backward slice)
or that are affected by the value from that point on (i.e., a forward
slice) [16].

TCONS Foo {
METHOD main {
COPY_PROP {

/* At address 0 - 24, may propagate w
unless to y, may propagate x to z */

address (0:24, w(), 'w(y), x(z) );

}
CONSTANT_PROP {

/* At address 8 - 24, no propagation
to y, may propagate to x if
constant is between 1 - 199 */

address (8,24, !y(), x(1:999) );

}

}

METHOD subtract {
COPY_PROP {

/* At address 0 - 16, may propagate
a anywhere and b to ¢ and d */

address (0:16, a(), b(c, d) );

}
}
}

Figure 5: Example TConS specification

6. A NOTE ON TRUST

Various configurations on how nodes interact within the network
will have different ramifications on trust. Assuming Client Nodes
will not transform their own software in a nefarious manner, each
node can trust the transformed versions of the program, should in-
dividual Client Nodes have total control over the transformations
to the program. However, this creates an environment where each
node could be executing different versions of a program, possibly
yielding different results. This is especially true when the notion
of program transformation is generalized to permit transformations
that do not preserve program semantics. In some situations, this
may be an undesirable situation.

Depending on the role of the Server Pool, Client Nodes may have
to place more trust in the credentials of the Server Pool. This is
especially true as we shift the responsibility for TReqS generation
away from Client Nodes and towards the Server Pool.

Should the Server Pool provide TReqsS for the Client Nodes, the
Client Nodes have the ability to validate the transformations be-
fore they are applied. If the transformations fail validation, then
the Client Node will not apply those transformations. Should the
Server Pool apply the transformations and provide new (transformed)
software to the Client Nodes, the Client Nodes have two methods to
validate the transformed software. The first method available to the
Client Node is to validate the list of transformations the Server Pool
states was performed with the TConS. In this instance, the Client
Nodes must accept the fact that the individual nodes in the Server
Pool unanimously agreed on the new form of the program. There
will be a group signature from the Server Pool to assure this. When
viewed in this way, a balance of trust must be taken into consider-
ation in the shifting of responsibilities of program transformation
from the Client Nodes to the Server Pool. While this introduces
the complexity of a group signature, restricting this signature to a
subset of network nodes (i.e., the Server Pool ) eases the tasks of
key management and group signature generation.

If the Server Pool colludes against the Client Node and provides
transformed code with transformations not included in the trans-
formation list, this first method of validation will fail to indicate
this. To prevent this, Client Nodes can, at will, reproduce the trans-



formations given in the transformation list and compare the result
with the transformed code as received from the Server Pool. If
this comparison shows the two codes are the same, the Client Node
knows the transformed software is valid. If these two codes are
different, the transformed software is invalid and the Client Node
has evidence of Server Pool collusion. This is somewhat similar
to detecting misbehavior of nodes in ad hoc networks [7]. Here,
when a Client Node detects a misbehaving Server Pool, this evi-
dence can be given to the Trusted Server to revoke the credentials
of the Server Pool nodes. In the absence of evidence or suspicion
of misbehavior of the Server Pool, Client Nodes will reproduce the
Server Pool’s transformations at random intervals for comparison.
When suspicion of this misbehavior exists, this transformation re-
production will always be conducted.

When the Server Pool is combining multiple TReqSs from Client
Nodes to create one, amalgamated TReqS, well-defined rules must
exist to address inconsistencies or conflicts between requests from
different Client Nodes. When gathering TReqSs from different
hosts, the possibility exists for two (or more) hosts to request a
conflicting version of a program transformation. Research has ex-
plored program transformations, their effect, and their necessary
preconditions [30]. We will leverage this work to assign weights
to transformations based on heuristics to decide the highest priority
transformations that should be applied, and how to resolve conflict-
ing TReqSs.

7. RELATED WORK

Necula’s work on Proof-Carrying Code (PCC) [25], and other’s
extensions to PCC [1, 11] provide a method for the safe execution
of untrusted code. To utilize the PCC concept, the client provides
a set of safety rules that are required to be met before execution is
permitted on the client host. The code producer uses these rules
to generate a safety proof that the client can use to verify that the
code does not violate any rules. These proofs are bundled with the
program and delivered to the client. Work continues on PCC to
make a system that is more secure, more expressive (in terms of
safety policies), and fully automated (in terms of proof generation
and verification). PCC will not guarantee the final computation of
a program meets some criteria, but PCC will verify that certain be-
haviors of a program during execution will adhere to a specified
policy. Our work attempts to address changes in a trusted program
whereas PCC addresses program behavior. Under PCC, a program
altered after proof generation results in one of three possible out-
comes: (1) the proof will no longer be valid and the program will
be rejected, (2) the proof will be valid but will not be a proof for
the program and the program will be rejected, or (3) the proof will
be a valid safety proof for the program and the program will be ac-
cepted. In the third example, the program will adhere to the safety
rules, but program behavior can change. Our work attempts to as-
sist in deciding if a new version of a program should be permitted
access to a computation node.

Pleszkoch and Linger describe a technique which they term func-
tion extraction to automatically extract program behavior from a
program’s source code in order to detect malicious program behav-
ior [26]. This technique employs a function-theoretic model of soft-
ware which treats programs as mathematical functions which map
a given domain to a range. Function extraction generates behavior
signatures for every control structure within the program. These
behavior signatures abstract away computation detail and represent
the essence of the computation. The behavior for a program is the
composition of the behavior of all procedures, which are in turn
compositions of all control structures within their respective proce-
dures. Thus, program behavior is extracted in a bottom-up fash-

ion. Function extraction can assist with program understanding
and engineering of large-scale software systems. Future research
on function extraction will target identifying behavior signatures
of malicious code, handling loops within a program, and handling
data pointers and aliases appropriately. This differs from our work
in that their work is searching exclusively for known bad behaviors
in programs.

Christodorescu and Jha present a method of static analysis for
executables in order to detect malicious patterns of behavior in
the program [9]. The tool that the authors present transforms ex-
ecutable forms of a program into an intermediate representation
(via disassembly). The intermediate representation is statically an-
alyzed to construct an annotated Control Flow Graph (CFG). This
graph is compared with a Malicious-Code Automaton (MCA) in
such a way as to mitigate the effects of obfuscation on the malicious
code. The comparison is performed by treating the CFG and the
MCA as languages and determining if the intersection of these lan-
guages is non-empty. A non-empty intersection indicates that the
MCA is contained within the CFG and thus, the program. MCAs
are built from libraries of known viruses. This technique appears
promising, being able to detect versions of known viruses which
have undergone transformations that render current virus detection
software ineffective. This differs from the problem of controlling
dynamic program transformation, which our work addresses.

Voss and Eigemann present a method of automated, de-coupled,
adaptive program transformation in [29]. In this work, the authors
de-couple the phases of dynamic adaptive transformation to par-
allelize the process. In this way, the authors can improve upon the
performance gains of dynamic adaptive transformation by allowing
the local host to continue computation while another processor or
host is performing program optimization. When new (optimized)
versions of the program are available, they are replaced on the local
host. We are extending this work to allow hosts to control how a
program is transformed based on some pre-defined security policy
and to allow the analysis from multiple, homogeneous hosts to be
used as input on what transformations should be performed. Our
work seeks to allow such systems to be executed in open network
environments.

8. CONCLUSIONS

In this paper, we have introduced the issues and a proposed frame-
work for validating dynamically transforming software. The frame-
work leverages the benefits of dynamic, adaptive optimization with
the ability to control how a program is transformed. Future systems
could benefit greatly from this kind of software once the risks of its
use have been mitigated. Transformation specifications are used
to represent the requested and permitted transformations within a
program. Experimental evaluation will explore the efficiency and
expressiveness of the policy for change as communicated through
TConS and TReqS.

The specific contributions of this paper are: (1) the generaliza-
tion of adaptive, distributive program transformation from a closed,
trusted environment to a more open, potentially malicious environ-
ment, (2) formal identification and presentation of the issues in-
volved in adopting this paradigm of distributed, adaptive, dynamic
program transformation, (3) presentation of our framework to ad-
dress the associated issues, and (4) definition of a language spec-
ification to control and request dynamic program transformations
within our framework. Systems built with our framework will per-
mit users of mobile, transforming code to take advantage of the
benefits this paradigm has to offer while providing the opportunity
to control how the program evolves in the network. Our work is
an initial step in making this kind of software safer to use, thus a



viable choice for software designers of distributed or network com-
putation systems.

“The views and conclusions contained in this document are those
of the authors and should not be interpreted as representing the
official policies, either expressed or implied, of the Army Research
Laboratory or the U. S. Government.”
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