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ABSTRACT

In our previous position paper [Natarajan 2006], wpothetically argued how reduced head-of-line [(ji®locking in a
multistreamed web transport, such as the Streanr@diransmission Protocol (SCTP), could improvebwesponse times.
We also proposed a design for HTTP over SCTP sgete now have implemented HTTP/SCTP in the Apaatie server
and Firefox web browser. In this paper, we showaase time improvements for HTTP 1.1 persistengelpied transfers
between TCP vs. SCTP over high latency paths imvglene or more long delay links (VSAT or HSDPAurGxperiments
over an emulated network using Dummynet [Rizzo ]19@¥eal that SCTP’s enhanced loss recovery imm@ovage
download times. A multistreamed web transport’snairy contribution to minimize response timesascurrent rendering
where multiple pipelined objects can be displayedn interleaved fashion at the web browser. Is work, we explore the
parameter space where concurrent rendering caisesly perceivable improvements to pipelined otgeesponse times.
Concurrent rendering’s dramatic improvements wHida/nloading progressive images can be viewed imbtreies available
online at [Movies]. We finally discuss the dynamimstween concurrency level (number of transportiaireams) and the
user’s perception of embedded objects, and propaseurrency level as a tunable parameter for HTWér aultistreamed
transport.

1. INTRODUCTION

Hyper Text Transfer Protocol (HTTP) [RFC2616] reqaia reliable transport protocol for end-to-enchcmunication. While
historically TCP has been used for this purposeTPiTioes not require TCP. TCP offers a single sdldiytestream to a
web server. In the case of HTTP 1.1 with persiseamtd pipelining, thexdependenHTTP responses are serialized and sent
sequentially over a single TCP bytestream. In &diffCP provides in-order delivery within the kstream if a transport
protocol data unit (TPDU) containing HTTP response lost in the network, successive TPDUs contginigsponsé+n
(n>1) will not be delivered to the web browser (i.diet application) until the lost TPDU is retransted and received. This
problem, known asiead-of-line (HOL) blockingis due to the fact that TCP cannot logically sefmindependent HTTP
responses in its transport and delivery mechanisms.

Transport layer multistreaming the ability of a transport protocol to suppsiteams, where each stream is a logical data
flow with its own sequencing space. Within eacleatn, the transport receiver delivers data in-sexpuém the application,
without regard to data arriving on other streamle TStream Control Transmission Protocol (SCTP) [#¥6D], is a
standardized reliable transport protocol which [des transport layer multistreaming. IndependentTPTresponses
transmitted over different SCTP streams of the sas®ociation(SCTP’s term for transport layer connection) can b
delivered to the web browser without HOL blockimmabling the browser to concurrently download agwdermultiple
HTTP responses on the user's monitor, e&acurrent renderingCompared to HTTP/TCP, concurrent rendering present
the user with more pieces of embedded web objesfcially in scenarios where the former suffesmfexacerbated HOL
blocking, such as a pipelined transfer over a Igssth with high latency. Interestingly, we showtth multistreamed web
transport enables concurrent rendering even unaléwss conditions, and results in striking improesis to response times
for certain kinds of objects such as progressiegies. Movies demonstrating the same can be fouireat [Movies].

In this paper, we focus on the ability of a mutgsimed web transport, such as SCTP, to enablédlyipaaceivable response
time improvements in high latency networks. Higtehcy networks transpire from low bandwidth andhigh propagation
delay links, such as VSAT/3G/GPRS links. Due touwdtitade of factors, VSAT solutions (Figure 1) anereasingly being
recognized as the most cost-effective and efficrmethod of providing Internet connectivity for comroial customers,
governments and consumers in developing nations aithdr areas where a land-based infrastructure do¢sexist



[WiderNet, CAfrica, Tarahaat, VSAT-systems]. Themessful deployment of VSAT systems and servicendre than 120
countries provides communities with access to madion, knowledge, education and business oppdiganand is crucial to
socio-economic development [Rahman 2002].

GPRS and 3G links are characterized by variablehagll latencies [Chakravorty 2002, Chan 2002]. phaliferation of
mobile phones, and the increasing use of web bmewaed other web applications on mobile phonesiigheer example of
web transfers over high latency paths. High Speedrilbad Packet Access (HSDPA) technology is theesssor to 3G, and
is emerging from research to deployment. Though PISDink's propagation delay is lower than 3G’s, tthelay is still
significantly larger than wired last hops [Jurvam2007].

This paper is organized as follows. Section 2 dises solutions proposed thus far to reduce HOLklrigcand/or web
response times. Section 3 gives an overview obfadffecting HOL blocking and clarifies how exdzsied HOL blocking
in high latency networks can impact web responsedi In Section 4, we discuss our design of HTT& GCTP streams.
Section 5 describes the metrics we consider for msponse times, and via emulation results showsahonultistreamed
web transport can impact user perceived respongstin high latency networks. Section 6 discussesabstic, low cost
HTTP/SCTP deployment scenario for high latency nelte and Section 7 concludes the paper.

Figure 1: Internet Connectivity via VSAT Link

2. RELATED WORK

To alleviate HOL blocking, web browsers usually opaultiple parallel TCP connections to the same satver. All HTTP
GET requests to the server are distributed amoagetitonnections, avoiding HOL blocking between dbeesponding
responses. However, multiple independent objeatssferred within one of the several parallel cotinas still suffer from
HOL blocking.

Using multiple TCP connections for transferringilagke application’s data introduces negative conseges for both the
application and the network. Previous work (CorigasManager [Balakrishnan 2001] and Transaction TBfRden 1992])

analyzes these consequences in depth. We sumniaese consequences in [Natarajan 2006]. In brre§pplication using
multiple TCP connections adopts an overly aggressending rate during congestion, and consumesntair share of

bottleneck bandwidth compared to applications uséwger connections [Balakrishnan 1998]. We noté &henultistreamed
SCTP association is subject to congestion coninales to TCP. Hence, all SCTP streams within asoagation are subject
to shared congestion control, and thus multistragrdbes not violate TCP’s fairness principles.

Significant interest exists for designing new tgaors and session protocols that better suit thelsieé HTTP-based client-
server applications than TCP. Several experts gfpeinstance, see [Gettys 2002]) that the bestsport scheme for HTTP
would be one that supports datagrams, provides €@mBRpatible congestion control on the entire datagflow, and
facilitates concurrency in GET requests. WebMU>efi@s 1998] was one such session management ptdt@atowas a
product of the (now historic) HTTP-NG working gro[lTTP-NG]. WebMUX proposed using a reliable trampprotocol
to provide web transfers with “streams” for tranimg independent objects. However, the WebMUX @ffiid not mature.

[Ford 2007] proposes the use of Structured Streaamsport (SST) for web transfers. SST functionsilamto SCTP
multistreaming by extending TCP to offer multipleesims over a TCP-friendly transport layer conmectiFord 2007]
focuses on design and development of SST, whike ghper analyzes user perceivable response timevempents with a
multistreamed web transport.



Content Delivery Networks (CDNSs) replicate web @mtacross geographically distributed servers, raddice response
times for web users by redirecting requests taneeselosest to the client. [Krishnamurthy 200&hfirms that CDNs reduce
average web response times for web users along4J&#st coast for static content. Unfortunatelifelitesearch exists on the
prevalence of CDNs for content providers and weérsioutside of developed nations. Also, CDNs camesden web
response times when latency is due to (i) propagalelay in the last hop, as is the case for VSA@ 3G-HSDPA links
and/or (ii) sub-optimal traffic routing that inciess end-to-end path RTTs for Internet traffic andhder of seconds (Section
3.2). We propose an HTTP/TCP-HTTP/SCTP gateway lasvecost solution to improve response times inhsmetworks
(Section 6).

3. WEB RESPONSE TIMES IN HIGH LATENCY NETWORKS
In this section, we explain how HOL blocking cafeat web response times, and discuss various fathat worsen HOL
blocking. Finally, we talk about high latency wetmlsing scenarios in today’s Internet.

3.1 Factors Affecting HOL Blocking

We consider the following model for an HTTP 1.1gi&tent, pipelined transfer containing N embeddgdais (Figure 2):
obj = objecti,0 i N. obj, denotes index.htmgbj; \ denotes each embedded object in index.html

reg = time when the web client generates the HTTP @&jliest foiobj,, and writes the request to the transport layer.

obj* = k" piece ofobj, 0 k M; obj° denotes the response header, arjd-" denote the different pieces alfj. Note that
M depends on the size olbj. In our emulations, we assume all objects areséinee sizeN]).

rsp¥ = time when transport deliveobj to the web client.
ren’ = time when web client renderniajik on user’s monitor.
prog* = (ren® — rsp¥), denotes the web client’s processing timeoloj*, such as decoding and rendering a JPEG image.

In TCP, ifobj¥ is lost and recovered aftetime units, pieces adbj; (j > i) could be HOL blocked fox time units. Assuming
the web client is currently renderimdpj*™, if (x < prog¥™), this instance of HOL blocking does not affecp@sse time for
obj.;,. Otherwise, the HOL blocking increasebj..’'s response time byx - prog©?) time units [Diot 1999]. Thus, the
duration of HOL blocking depends on the loss recpperiod,x.

Figure 2: HTTP 1.1 Persistent, Pipelined Transfer imeline



In both TCP and SCTP, the duration of loss recobased on retransmission after 3 duplicate acks (&ransmit) takes ~1
round-trip time (RTT), and retransmission after dout expiration (timeout retransmit) takes betwabe initial
retransmission timeout value (RTO) of 3 secondsaximum of (1RTT, min RTO (1 second)) [Paxson 2008jte that the
loss recovery period increases as the path’'s RTieases. Also, the frequency of HOL blocking insemnincreases as the
loss rate on the end-to-end path increases. Therdff®L blocking could be exacerbated in a high RI6$sy path.

Apart from end-to-end path characteristics, obgints also influence the degree of HOL blocking wipelined transfer. As
object size increases, the probability that a pifcthe object is lost also increases. Hence, gelaobject is more likely to
block delivery of subsequent objects than a smalbgect.

3.2 Web Browsing over High Latency Paths

While most web users in developed nations expegieamd-to-end delays in the order of 10’s of mitimeds, a large and
growing portion of WWW users in developing natiengerience Internet delays ranging from 100’s dlisaeiconds to a few
seconds. The propagation delay from ground statiogeostationary satellite to ground station i86f8s [Border 2001,
Gurtov 2004, Allman 1999]. Therefore, the propamatdelay in a VSAT link increases the RTT by atste@60ms. The
bandwidth-limited VSAT link is most likely the bégheck in the transmission path. Any resulting doguwand transmission
delays further increase the RTT. The delay caugeshbred channel access in VSAT links can sometineesase the RTT
on the order of few seconds [Border 2001].

The RTTs for GPRS/3G networks can vary betweerwahfiendred milliseconds to 1 second [ChakravortyZ206@amura
2003]. HSDPA offers improved broadband Interneteaso~1Mbps per user per cell), and is targetex\aable option for
Internet connectivity to both residential and mebiustomers. However, channel access and/or propagielay on an
HSDPA link adds ~80ms to the path RTT [Jurvansudir’20which is significantly higher than current @adrlast hop delays.

Apart from propagation delays, sub-optimal traffauting increases web response times for userswueldping nations
[Baggaley 2007, Cottrell 2006]. For example, subiroal routing for intra-African traffic results imternet traffic traversing
multiple VSAT links, and/or being routed through mdo America or Europe, leading to RTTs as high & s2conds
[PingERDb].

According to [Nielsen 1999], 1 second is the higleeptable page download time. Web page dowrtiozes above 1
second interrupt the user experience, and dowrtioaes around 10 seconds are unacceptable, calrngser to leave the
site or system. Certainly web users over a higinlat path must be more tolerant to response tiMesetheless these users
will prefer to use a system that provides bettemising experience.

4. OVERVIEW OF HTTP OVER SCTP

SCTP was originally designed within the IETF SIGTRAvorking group to address the shortcomings of T@Relephony
signaling over IP networks. SCTP has evolved intgeaeral purpose IETF transport protocol. More t2&nSCTP
implementations currently exist, including kernaiplementations for FreeBSD, NetBSD, OpenBSD, Mac>Q3.inux,
Solaris, AlX, and HP-UX; user-space implementafionWindows, and implementations on proprietarytfpolans for Cisco,
Nokia, Siemens, and other vendors. Nine interopksalvorkshops over the past seven years have-tfined these
implementations [SCTP].

Apart from multistreaming, SCTP offers other featuthat are well suited, that can improve perfogador web transfers.
Unlike TCP, SCTP’s state transition does not remaifTIME_WAIT state, since the Initiation and Varittion tags help to
associate SCTP packets with the corresponding StS$&ciations [RFC2960]. Note that TCP’s TIME_WAL@&ts increases
memory and processing overload at a busy web s¢PRatrer 1999]. Also, SCTP’s COOKIE mechanism présvedYN
attacks, and SCTP multihoming provides fault-talesand multipath transfer [Natarajan 2006].

4.1 Design of HTTP over SCTP Multistreaming

As mentioned earlier, the independent nature of whjects is best exploited by downloading them dfer@nt SCTP
streams. After analyzing various possibilities [tajan 2006], we arrived at an HTTP/SCTP streamsggdethat does not
require any changes to the HTTP specification.undesign (Figure 3), when a web server receivegjaest on an inbound
SCTP streama, the server sends the corresponding responseeoautibound streara. This setup requires that the SCTP
association between the client and server useatme siumber of inbound and outbound SCTP streanth Baound or
outbound stream requires additional memory in t68d' S Protocol Control Block (PCB), and the memorguieed varies
with the SCTP implementation. The FreeBSD 6.1 SGTk, which is the reference SCTP implementatiequires 25
bytes for every inbound stream and 33 bytes foryesatbound stream [FreeBSD].

The web client and server first negotiate the nunath&CTP streams to use for the web transferidnrgé 3, the client sends
an INIT and requests fon number of inbound/outbound streams. The INIT-AG&i the server carries the server’s offer on
the number of inbound/outbound streams When the association is established, the nurmbatbound/outbound streams



(s) = MIN(m,n). If s < number of pipelined objects, then the web clismtld perform scheduling, such as round-robin, of
GETs over the available streams. With the streasstrfunctionality, an SCTP server can initiallfeofa lower number of
streams and increase it later if necessary [Ste2@07b]. We are currently working on an Internetfdto standardize our
HTTP/SCTP design.

Figure 3: Design of HTTP over SCTP streams.

4.2 Implementation of HTT over SCTP Multistreaming

We decided to implement our HTTP/SCTP design ingjhen source web server — Apache, and open sowlsdmwser —
Firefox. At the time of writing [Natarajan 2006],ewhad implemented the design completely in Apattie. had also
modified Firefox’s Netscape Portable Runtime (NSRRpule to send/receive data over SCTP streamsFiagibx's HTTP
module leveraged the NSPR changes for non-pipel(Had P 1.0) transactions. These modifications aseussed in detail
in [Natarajan 2006]. Since then, we've looked atifying the HTTP module to handle pipelined trangats over SCTP
streams. During this process, we discovered cectaicial interactions between multistreamed cleanver architecture and
an SCTP implementation, leading to interestingguat in data delivery. With the rising popularity CTP applications
[SIP??], we encourage SCTP application develomermhsider, and possibly leverage more from thetdctions while
designing new multistreamed applications or corvgrexisting TCP applications to use SCTP multastnang.

4.2.1 Factors Affecting Response Delivery at Web Client

An nsHttpPipeline object in FirefoxX's HTTP moduls responsible for sending pipelined requests armtivieg
corresponding responses over a TCP connectionhésrsin Figure 4, nsHttpPipeline creates an nsH#p3action object
for each request in the pipeline. An nsHttpTraneacbbject is associated with an nsHttpConnectibfeat that aids
nsHttpPipeline to read the pipelined responses-tmtiack from NSPR. nsHttpPipeline uses the respterggth information
in response header to identify the end of curresponse and the beginning of next response. TherefsHttpPipeline
object assumes the following about a transportrlaganection: (i) all pieces of resporisare delivered in-order before any
piece of responsgis delivered, and (ii) responses are deliverethénsame sequence in which the pipelined requests w
transmitted, i.e. the deliveredsponse sequeneguals the transmittedequest sequenc&hese assumptions hold when the
underlying transport is TCP — a reliable protoaogliviering in-order data to nsHttpPipeline.

We now discuss whether these assumptions holceicdhtext of a multistreamed SCTP association.oeordiscussion, we
assume that Firefox's HTTP module transmitpipelined GET requests ovarSCTP streams in a round-robin fashion. Let
the HTTP module’s request sequence over the SC$éciasion bec_a_req_sedclient application’s request sequence).
Currently, Apache reads and processes requestergaly within a transport layer connection. THere, Apache’s
response sequence,a_res_se@server application’s response sequence) eqasat req_segserver application’s request
sequence).

4.2.1.1 Non HOL blocked requests

At the web server's SCTP layer, loss of the reqoesstream, does not prevent delivery of request from strgaburing
losses of request TPDUs (Transport Protocol Datasyris_a_req_segands_a res_seare different froms_c_req_seq
violating assumption (ii).



4.2.1.2 Non HOL blocked responses
At Firefox's SCTP layer, loss of response on stréadoes not prevent delivery of response from strgaburing loss of
responses;_a_req_sedg different fromc_a_res_sequiolating assumption (ii).

4.2.1.3 Interaction between Apache and FreeBSD SCTP

SCTP preserves message boundaries. At Apacheindsdah write() is considered a message, and tlssage is delivered in
its entirety to the receiving application. SCTPigiss a Stream Sequence Number (SSN) for the afiplicenessage, and
fragments the message to into Path MTU (PMTU) sizB®Us before transmission. All message fragmerggransmitted
sequentially, and are assigned consecutive TrasgmiSequence Numbers (TSNs). The receiving SCyé& lases the (i)
(B)eginning fragment bit, (ii) sequential TSNs, afiid (E)nding fragment bit for correct reassemiiFC]. In essence,
SCTP’s fragmentation and reassembly credegzendenciefn message transmission. That is, a fragment afsagei+1
cannot be transmitted until all fragments of messdgve been transmitted.

Apache’s request processing rate is often highan tSCTP’s data transmission rate, especially wh€éiP3 data
transmission is limited by low bandwidth/high latgdinks and/or packet losses. In such cases,rapde the SCTP socket’s
send buffer allows, Apache writes multiple web akgeon the socket, and these objects await trapemist the SCTP layer.
When Apache writes the entire object as a singlssage, independent web objects depend on eachfothieansmission at
the SCTP layer. That is, if Apache writes a 100keobon streani followed by a 1K object on streagimthe transmission of
the 1K object depends on the successful transmissicall fragments of the 100K object. Clearly, time required to
transmit all fragments of the 100K object increasdsw bandwidth/high latency/high loss scenari®mce the 100K and 1K
objects are self-regulating, it is highly desiraliteat browser's rendering of the 1K object does depend on
transmission/arrival/rendering of the 100K object.

To overcome this issue, we relocated message fragtien from the SCTP layer tHTTP response fragmentatioat

Apache. Apache writes an HTTP response as multipjgication messages, such that, each message &CHhP layer
results in a PMTU-sized TPDU, and is not fragmeritether by SCTP. Thus, HTTP response fragmentagsalts in a 1-1
mapping between a TPDU and SSN. An application 86EP_DISABLE_FRAGMENTS socket option to achieve same
[Stewart 2007c].

HTTP response fragmentation results in the follgwinteresting interaction. The FreeBSD SCTP maista queue of
application messages for each outbound stream assaciation, and transmits messages from thensijeaues in a round-
robin fashion. If an SCTP association hasoutbound streams, once an application message $togami’s queue is
transmitted, a message from streaml(mod m)s queue is considered for transmission. During RTTesponse
fragmentation, when multiple SCTP stream queues Ipgeces of web objects to transmit, these piemsransmitted in an
interspersed fashion, and arrive in the same fashid-irefox’s SCTP layer. Thusyen under no loss conditigraelivery of
a piece of responges followed by a piece of respongeviolating nsHttpPipeline’s assumption (i). Aldoss of a piece of
response on streangdoes not prevent delivery of a piece of respomsstieam j. During losses, a_req_segan be different
fromc_a_res_segiolating assumption (ii). .

4.2.1.4 Web Server Architecture

Currently, Apache’s multi-threaded architectureidatds a server thread to each client, which sesviequests sequentially.
During response fragmentation, all fragments oHaiT P response are assigned contiguous SSNs. Thereféhe current
architecturewithin an SCTP streapall pieces of respongeare transmitted and delivered to Firefox, befamg piece of
responsé+l can be transmitted and delivered.

We envision a multi-threaded server architectudeere multiple server threads serve a single c[idatarajan 2006]. To
understand our motivation for the new architectaomsider the following 2 cases: (i) a single sethieead serving responses
1 and 2 sequentially in the current architectunel @) two server threads serving responses 12aodncurrently in the new
architecture. The server communicates over a siBGIEP association in both cases, and thereforéwthecases achieve
similar throughput (KB/sec). However, the concuaerin case (i) causes the initial pieces of bo#isponses to be
transmitted sooner (and rendered by the clientezathan case (i). We call this phenomerdject interleavingand discuss
its advantages in [Natarajan 2006].

Note that in case (ii), if the two server thread#enconcurrently over theameSCTP stream, the fragments of a single HTTP
response are not assigned contiguous SSNs. Thethspbject interleaving, there is no guarantes Within a single stream
all pieces of responseare delivered to Firefox before any piece of resgorl is delivered.

4.2.2 Modifying Firefox's HTTP Module

At this point of time, we are not aware of an ogenrce server architecture that can be adapteabfect interleaving. Also,
adapting Firefox to handle object interleaving isrencomplex and it might be easier to develop avbeo and server from
scratch. We plan to pursue the same in the future.



Figure 4: Implementation of HTTP/SCTP streams in Fiefox

In this work, we focus on addressing the first 8tdas involved in adapting Firefox’'s HTTP module lewerage SCTP
streams for pipelined transactions. Our modificgai@ssume that within an SCTP stream, (a) all pie€aesponsé are
transmitted and will be delivered in-order, befargy piece of responsel is delivered, and (b)_a_req_sedor the stream
equalsc_a_res_seqln essence, we've pushed nsHttpPipeline’s assangpfbout a transport layer connection to SCTP
streams level. We briefly describe our modificatido Firefox:

nsHttpConnection maintains a table data structarsh@wn in Figure 2. Each entry in the table igtao$ {SCTP
stream number, queue of requests transmitted dwerstream}. Each request in a queue translateshdo t
corresponding nsHttpTransaction object.

After transmitting a request over an SCTP streahittpConnection adds the nsHttpTransaction obgettéd tail of
the corresponding stream’s queue (assumption b).

Whenever data can be read from the SCTP socketRNi&R notifies the SCTP stream number on whictadeas
arrived. NSPR uses MSG_PEEK flag [Stewart 2007df@nSCTP’s extended receive information strucfdjeto
get the SCTP stream information.

nsHttpConnection associates the received data @ong8HttpTransaction at the head of the stream’'sugue
(assumption a).

When the nsHttpTransaction object is read completedHttpConnection deletes the transaction froenhitbad of
the stream queue, so that the next piece of respmmshe stream is delivered to the new head dfig@@ssumption
a).

5. EVALUATION
We consider the following browsing environmentgidgl of current high latency Internet connectifiPisigERD].

1Mbps link with 120ms RTT1(Mbps.120ms User in Europe accessing a web server in a beigig country via an HSDPA
link, such that, the wired path experiences ~20nes\wgay delay.

1Mbps link with 350ms RTT1(Mbps.350ms User in South Asia, accessing a web server iriiNamerica.
1Mbps link with 850ms RTTI(Mbps.850m)s User in Africa, sharing a VSAT link to accesweb server in North America.

1Mbps link with 1100ms RTT1Mbps.1100n)s User in Africa, sharing a VSAT link to accessvab server within Africa.
The web traffic traverses at least 2 VSAT links.

5.1 Setup

The experiment setup, shown in Figure 4 uses thoees running FreeBSD 6.1: (i) a client node rugrarFirefox browser,
(ii) a server node running an Apache web servet, (@) a node running Dummynet [Rizzo 1997] contsethe server and
client. Dummynet'’s traffic shaper configures a @uplink, with a large queue size between client sexver. Both forward



and reverse path loss rates vary from 0%-10%, &€ loss rates observed in the browsing envirarimeve consider
[PingERD].

Figure 5: Emulation Setup

In all experiments, we compare an HTTP 1.1 pensistgipelined transfer over a single TCP connectidth an identical
transfer over a single multistreamed SCTP assoaciativhile multiple persistent TCP connections wotddluce HOL
blocking, comparing the throughput of TCP connections to the throughput of a single S@3$8vbciation is illogical. The
only fair comparison tan TCP connections would be a multistreamed SCTPcassin whose congestion window (cwnd)
evolves similar to the aggregate of th& CP flows, clearly a TCP-unfriendly scheme.

At both client and server nodes, we assume thatrdmsport layer send and receive buffers are hebbttlenecks, and are
large enough to hold all data of the pipelined ¢fan Section 6 discusses the implications whes dssumption does not
hold. Several web workload characterization studéa®al that the file size distribution on web sesvand the transferred
file size distribution are heavy-tailed (Pareto)illiéims 2005]. Every pipelined transfer in the eatidns contains equal sized
objects of sizes: 3KB, 5KB, 10KB, and 15KB. The rgnof objects in the pipelined transfers (N) alades: 5, 10, and 15.
We believe these values reflect current trendseb wages. For example, the number of embedded smageeb pages of
online services such as maps.google.com and ftickr.vary from 8 to 20.

Page download time has been a popular metric fornesponse times. However, page download timesratfected by the
concurrency level (number of streams) of a mutietned web transport, and cannot be used to ideémiffovements such as
reduced HOL blocking.

During packet losses, we expect the independerictshpf a pipelined transfer to be rendered eanlihr a multistreamed
web transport than TCP. Hence, an appropriate enieticonsider is each individual object’s respaitee. We consider both
page download times, and individual object’s resgaimes in our evaluations.

5.2 Page Rendering Time

A web page is completely rendered when Firefox eesmithe last embedded object in the pipelined fieanNote that in TCP,
the last piece of data always belongs to the lip&tliped object, while in SCTP the last piece ofadeould belong to any of
the objects. However, in both transports, the rendeof thelast piece of object depends on the throughput of tigetying
transport layer connection.

We define page rendering time as the time from vwtherbrowser sends the first GET request (index)htmthe time when
the complete page is rendered on the screen. tmiminology defined in Section 3.1,
Page rendering time (T) ren - req,)

Our initial hypotheses about SCTP and TCP’s pagdeaing times were the following:

(i) Both SCTP and TCP have similar values for atiiongestion window (cwnd) [RFC2414, RFC4960], amploy delayed
acks with a 200ms timer. Therefore, we expectett B@P and SCTP’s page rendering times to be id#ntiben no data is
lost over the two kinds of transport connections.



Figure 6: Page Rendering Times (1Mbps.120ms; N=10)

Figure 7: Page Rendering Times (1Mbps.350ms; N=10)

Figure 8: Page Rendering Times (1Mbps.850ms; N=10)



Figure 9: Page Rendering Times (1Mbps.1100ms; N=10)

(i) Both SCTP and TCP employ selective acknowledgets (SACKs). Unlike TCP whose SACK info is lindtby the
space available for TCP options, the size of SCTSAEK chunk is limited only by the path MTU. Hen8ETP SACKs
contain more complete information about lost TPk TCP. Also, FreeBSD’s SCTP stack implementdvbkiple Fast
Retransmit algorithm (MFR). MFR helps the sendereuce the number of timeout recoveries [Caro RODiGerefore, as
loss rates increase, we expect the enhanced losgeny features to help SCTP perform better tha® . TRigures 6-9 show
the page rendering times, averaged over 50 rumsNfd0. Results for N=5 and 15 can be found in Appendix.
Interestingly, in all graphs, the results for the Inss case, contradict (i), and TCP’s renderinge$ are slightly (but not
perceivably better than SCTP’s. Detailed investigation regdahe following difference between the FreeBSD $CTP
and TCP implementations. SCTP implements Approgpriztte Counting (ABC) [RFC4960, RFC3465] with L=uring
slow start, the sender increments cwnd by 1MSSshige each delayed ack. The TCP stack does packetting which
results in a similar cwnd increase (LMSS per ackjng delayed acks. However, a TCP receiver sertta acks in the form
of window updates, which causes the TCP senderdw s cwnd more aggressively than SCTP. We exgeetminor
differences to disappear when we compare the sewithh a TCP stack that implements ABC with L=1.

As loss rate increases, SCTP’s enhanced loss mgcheps to offset the difference in SCTP vs. T@a evolution. SCTP
begins to perform better than TCP, and the diffeeeis more pronounced for larger transfers (N=H),dbject size=10K,
15K). In 1Mbps.1100ms (N=10) case, the differenemiben SCTP and TCP page rendering times for 10KL8K transfers
is ~6 seconds for 3% loss, and as high as ~15 dedon 10% loss. For the same types of transfeesdifference is ~6-8
seconds for 10% loss in 1Mbps.120ms scenario.dstiegly, the difference between SCTP and TCP’'&pagdering times
increases (SCTP’s is lower) as the RTT decreadest i$, at 10% loss, the ratio of TCP vs. SCTP pagdering times is
~1.3 for 1100ms RTT, and increases to ~1.8 for 2&®MT. We believe this increase is due to the auttion between
timeout recovery periods (RTO) and path RTT. Bo@PTand SCTP’s RTOs have a recommended minimumset;1and
the RTO converges to RTT when RTT > 1 sec. Thudlifierence between RTT and RTO is higher in théri® case than
in the 1100ms case, and SCTP’s reduction in nummbRiT Os (due to MFR) has more impact as RTT deeeas

In conclusion, with FreeBSD 6.1's SCTP and TCPlsthoth TCP and SCTP’s page rendering times arepaceble for

pipelined transfers with no loss. During loss, SGTénhhanced loss recovery enables faster page niegdimes. More

importantly, the absolute difference in TCP vs. &Ipage rendering times increase, andgsally perceivablas the end-
to-end delay and loss rate increase. Also, themdiffce between SCTP and TCP is more distinct guipledined transfer size
increases.

5.3 Response Times for Pipelined Objects

A multistreamed web transport such as SCTP, redti@s blocking during delivery of independent pipeld objects,
enabling a browser to start rendering objedt even before objedtis completely rendered. Thus, during losses, SCTP
streams enable a browser to interleave the remgl@immultiple pipelined objects in parallel, resulting in a dsgrof
concurrency. Thigoncurrent renderings demonstrated in a number of movies availablmemat [Movies]. As described in
Section 4.2.1.3, the interaction between the Apagbk server and the FreeBSD SCTP implementatiosesakirefox’s
SCTP layer to receive pieces of embedded objectnininterleaved fashion, resulting in concurremtdezing multiple
pipelined objects even under no loss conditiongeNbat the above interaction contributes to comrurrendering during
lossy conditions as well.
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Pipelined transfer over a single TCP connectionltesn sequential rendering at the browser. Tlevber presents the user
with at most one object at a time, even if the ulyitey transport has received the later objectshef pipelined transfer.
Since a single TCP connection is not designed talleaconcurrent rendering, to improve concurrerfmgwsers open
multiple TCP connections to the same web serverth®rother hand, concurrent rendering is innat@ maultistreamed web
transport, and a browser can tune the concurrepeyniiply adjusting the number of streams.

Our goal is to evaluate improvements possiblenyf, & a user’s perception of pipelined objects ttlueoncurrent rendering.
An SCTP association with one stream provides tineeseoncurrency as a single TCP connection, andtsasusequential
rendering. An SCTP association with two streamsvides twice as much concurrency as sequential ramgdeA
multistreamed association provides maximum conoggrdor a pipelined transfer when the number ofatrs equals the
number of objects in the transfer. Note that corentrrendering remains unaffected by further inegda concurrency.

We will study the pipelined objects’ response tidiferences between the following two renderingesuobs: (i) concurrent
rendering with maximum concurrency, and (ii) sedia¢nmendering in TCP. Before explaining our metrieve define the
following notations. Let,

pren = earliest time when at le®&8# of pipelined object has been rendered on the screen.
Using terminology defined in Section 3.1,

retp = time when browser sends HTTP GET reifiesndex.html.

recg = time when browser sends HTTP GET regfieeghe first pipelined object.

(prren — req) = time elapsed from the beginning of the page doaahlfeq,) to the earliest time when at le@ of objecti
is rendered.

(pren — reqy) = time elapsed from the beginning of the pipelitratisfer feq,) to the earliest time when at le&% of object
i is rendered.

In sequential rendering, a piece of objeis rendered only after objects 1 throughare completely rendered. However, in
concurrent rendering, pipelined objects are digmaydependent of each other. We define the foliguiwo metrics to
capture the concurrency and progression in theaappee of pipelined objects on user’s screen.

pPage = MAX [(pren, — re@); 1 i N], which is the time elapsed from the beginning afe download to the earliest
time when at lea$?% of all pipelined objects have been rendered on the scaaen

pRen =MAX [(pren —req); 1 i N], which is the time elapsed from the beginningipgfined transfer to the earliest
time when at lea$?% of all pipelined objects have been rendered on the screen

SincepPageincludes the transfer and parsing time for indemlhtve expectPageto be at least 1 RTT higher than the
correspondingRenvalue (Figure 2). Also, for both rendering schemggfagevalues are affected only by the throughput
of the underlying transport connection, and shagdal the web page’s rendering tin1@. (Figures 10-13 show théage
andpRenvalues (P = 25%, 50%, 75% and 100%) for N=10. Redat N=5 and 15 can be found in the Appendix. fil&s
observe that the values for concurrent renderihgwa by pink points in the graphs) are spread sutlustered together in
sequential rendering (shown by blue points in ttaghs). Concurrent rendering’s dispersiopRageandpsRenvalues signify
the parallelism in the appearance of all 10 pigelinbjects.

Both rendering schemes’ values are comparable ato8% Due to the interaction between Apache amdBED SCTP
(Section 5.3), concurrent renderingisfPage and ;soRenare slightly improved than sequential renderingisd discussed
further in the next subsection. As loss rate ineesathe difference between the two rendering sekgffage (and ,Ren
values increase. Interestingly, we find that corentrrendering can facilitate the display of 259%8466f all pipelined objects
much earlier (relative difference between {iikage values is ~2 times for 15K, 10K and 5K objectsarttsequential
rendering. In the next subsection we demonstrateths property of concurrent rendering can be leged to significantly
improve response times for objects such as prageesaages, whose initial 25%-50% contain suffitigniormation for the
human eye to perceive the object contents.
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Figure 10a:-Page Values (1Mbps.120ms; N=10)

Figure 10b: p.Ren Values (1Mbps.120ms; N=10)

Figure 11a:-Page Values (1Mbps.350ms; N=10)

12



Figure 11b: sRen Values (1Mbps.350ms; N=10)

Figure 12a:-Page Values (1Mbps.850ms; N=10)

Figure 12b: -Ren Values (1Mbps.850ms; N=10)
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Figure 13a:pPage Values (1Mbps.1100ms; N=10)

Figure 13b: pRen Values (1Mbps.1100ms; N=10)

14



5.3.1 Concurrent Rendering and Progressive Images

Progressive images (e.g., JPEG, PNG) are codedtkatthe initial TPDUs give an approximation o tiwhole image, and
successive TPDUs gradually improve the image’sityudia simple experiments, we demonstrate howccorent rendering
with maximum concurrency considerably improves ymaception of progressive images. The examplepegie consists of
an initial 1K image of our lab’s logo, followed &0 progressive JPEG images of world leaders, ehdlize 10K. Both

Firefox/TCP and Firefox/SCTP download the exampéb wage over the 56Kbps.1080ms setup. The full pagaloads

were captured as movies, and are available ontifdavies].

In the snapshots shown in Figure 14, both TCP)(&ftl SCTP (right) runs experienced no loss. The T finishes at ~9
seconds, and SCTP finishes at ~10 seconds (at @% Haefox/TCP has slightly better page renderimges than
Firefox/SCTP). Figure 14a is a shapshot at t=4sgrevtboth TCP and SCTP runs have rendered the 1ft image
completely. At t=7s (Figure 14b), the TCP run hagquentially rendered 5 complete images, whereasS@EP run has
concurrently rendered a ‘good’ quality versionadif 10 images -- i.e., the human eye considers eaabdrno be complete,
and rendering the images further provides neglkgéulditional image resolution. Note that the comeppage is rendered only
at t=10s in Firefox/SCTP. However, concurrent reimdeduring no losses (possible due to the intewadbetween Apache
and FreeBSD SCTP) presents the user with all imafg®od quality at t=7s. On the other hand, setjalerendering in
Firefox/TCP presents all 10 images to the user ofil

Figure 14a: Concurrent Rendering of Progressive Imges (56Kbps.1080ms; 0% loss; t=4s)

Figure 14b: Concurrent Rendering of Progressive Imges (56Kbps.1080ms; 0% loss; t=7s)
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Figures 15a, 15b and 15c show snapshots of the gageedownload when both TCP and SCTP runs expeidef.3% loss.
At t=6s (Figure 15a), Firefox over TCP renderecbmplete image followed by a good qualit} #nage, and Firefox over
SCTP rendered a complete image. At t=7s (Figure,1Bibefox over TCP has rendered 2 complete imagesSCTP’s

concurrent rendering of 7 images, at least 4 ofciwldre of good quality. At time=12s (Figure 15cirefox over TCP

completes rendering of 4 images, whereas SCTP'suctent rendering presents the user with all 10geseof good quality.
With SCTP, the complete page is rendered only ~28sn 12s to 23s, all 10 images get refined, betvillue added by the
refinement is negligible to the human eye. Theeeftine human eye considers all images to be coenpiet=12s, while the
page rendering time is actually 23s. In the sedalenin, all 10 images appear on the screen ons=~2

Figure 15a: Concurrent Rendering of Progressive Imges (56Kbps.1080ms; 4.3% loss; t=6s)

Figure 15b: Concurrent Rendering of Progressive Imges (56Kbps.1080ms; 4.3% loss; t=75)

Figure 15c: Concurrent Rendering of Progressive Imges (56Kbps.1080ms; 4.3% loss; t=12s)
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To conclude, concurrent rendering provides quidieedering of the initial pieces of all pipelinedjetts. This property
enables an earlier perception of a web page congaprogressive images. In our experiments, we rvleskthat the rendering
of the initial 25%-50% of a progressive image iffisient to be perceived as the image’s good gyairsion. Consequently,
the correspondingPage values determine the user’'s perceptionabf pipelined progressive images. The absolute time
difference between concurrent vs. sequepialgevalues increases with object sizes and the loss Farr 1Mbps.1100ms
scenario (Figure 13), the differencesigPPagevalues ranges from ~5s (3% loss) to ~9s (10% lmss)K objects, and from
~14s (3% loss) to 27s for 15K objects. Even at llosg rates, concurrent rendering can present a goality version of the

all the 15K progressive images, ~14 seconds sabaersequential rendering! Also, the differenceéh@ 2 schemegPage
values increases &% decreases. Hence, the lower the image percentamired to render a good quality versidt), (the
better the benefits from concurrent rendering.

5.3.2 Concurrent Rendering for Other Objects

For discussion purposes, let's assume that fomapnogressive image, at least 75% of the objectthdm rendered before
the user can begin to understand its contentsr&sg8-12 show that concurrent renderingigPage values are better than
sequential rendering’s for all bandwidth-delay so@s. Nonetheless, the two rendering schemesrdifivhatgets rendered
(and perceived by the user) during the pipelinaddfer. To explain, we consider the following exémp

In Section 5.2., we saw that SCTP’s page downlgadst are ~20% better than TCP’s transfers of 10j¢aib with N=10.
Therefore, at some instance during the pipelinadstier, say;, sequential rendering presents the user with wvoptetely
rendered objects vs. 10 objects that are rende2&8bo~each with concurrent rendering. Clearly atainsét;, the user’s
browsing experience is better with sequential reinde

Note that all streams share the throughput of aisindamed transport connection. At maximum corengy level, each

stream gets the minimum share of the connectidm&ughput, and decreasing the concurrency levet@ses the per-stream
throughput. For the example described above, radutie concurrency level from 10 to 3 allows fe@mbedded objects to
get a bigger share of the SCTP association’s thimouty and get rendered faster. Hencetfy,atoncurrent rendering with

concurrency level=3, presents the user with ~80% olbjects, compared to 2 full objects with seqgiaéméndering. Though

the 3 objects are not completely rendered, the isgeresented with sufficient information to undarsl the object contents.
Thus, at timd;, the user’s browsing experience is better withcoorent rendering.

In conclusion, while maximum concurrency level impes user perception for objects such as progegsiages, maximum
concurrency might not result in optimal object mgtion for other kinds of objects. One level of camency does not fit all,
and it is necessary to tune the concurrency leaséth on the kind of objects, and the number ofabbjm the pipelined
transfer. We therefore propose the addition of nemdf streams as a tunable parameter for HTTP avewltistreamed
transport. For example, at either Apache or Fiethe number of streams for a pipelined transfauldt be set to the
maximum if all objects are progressive images aivd otherwise.

6. DISCUSSION

The concurrent vs. sequential rendering resultsimemulations are highly correlated with the FI8BBSCTP stack’s round
robin scheduling of application messages from streand queues. We expect the results to be coniparalother stacks
that do similar scheduling. For the same concugrdéenel, the degree of concurrent rendering camcedvhen either HTTP
response fragmentation is turned off at Apachether SCTP implementation does FIFO or some otheediding of
messages from stream send queues.

We also note that SCTP vs. TCP evaluations inghjger assumed transport layer send buffer sizéstbdarge enough to
hold the complete pipelined transfer. We expectliemaend buffer sizes to affect the throughpuboth SCTP and TCP
equally, resulting in similar trends between SCBEPTMCP page rendering times as seen in Sectiobwiever, smaller send
buffer sizes can affect the concurrency level fpipelined transfer. If number of streams = L, #&melsend buffer can hold at
most K of the N pipelined objects, the concurrelesxl is determined by MIN(L, K).

We have identified the parameter space in hightatanetworks where concurrent rendering enabled Ingultistreamed
transport such as SCTP causes perceivable improten@ page rendering and pipelined objects’ rendetimes. We
suggest a gateway based solution that translatd®HTCP to HTTP/SCTP for easier deployment in suetivarks.

To encourage application developers and end usersdely adopt SCTP and leverage its benefits, ®1&SCTP shim
layer has been developed [Bickhart 2005]. The dhim proof of concept and translates applicatioell@ CP system calls
into corresponding SCTP calls. By using such a daiyer, a legacy TCP-based application can comratmiasing SCTP
without any modifications to the application’s soeicode.

The shim can be adapted to transform a web praxyarHTTP/TCP to HTTP/SCTP gateway. The gatewd{stSICTP to
web clients over the high delay network, and talkdP to web servers in the outside world. At a mumm this solution
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provides better page rendering times than TCP fients served over the high latency link. This $olu can also be
harnessed to enhance pipelined objects’ respomes.tiFor example, the proxy could use a batch irnageersion software
to convert embedded JPEG/PNG images to the comdsppprogressive versions before forwarding therthe clients. The
image conversion at proxy takes on the order disadonds per image, and can improve the objeetglering times on the
order of seconds at the web clients. Our modificetito Apache and Firefox can be downloaded froBL]P

7. CONCLUSION & FUTURE WORK

In this work we examined the factors affecting HBlbcking in HTTP over TCP in high latency networRsmultistreamed
web transport such as SCTP provides transport Istyeams that can deliver independent objects withftOL blocking,
thereby enabling concurrent rendering at the browaéile TCP is not designed for concurrent remagriwve showed how
concurrent rendering is native to a multistreammaddgport, and possible even under no loss condito&CTP.

We implemented HTTP/SCTP in Apache and Firefoxngsan emulated network, we showed that SCTP’s emthloss

recovery enables perceivable improvements to wele pendering times in high latency paths when coetpto TCP. Also,

a multistreamed web transport provides a tunakiameter -- concurrency level (number of streambpse value influences
user’s perception of pipelined objects. We demaistk the striking improvements to response timesmwthe pipelined
objects are progressive images, transferred ove8GRP association with maximum concurrency leveé lcommend a
concurrency level ~2-4 for other kinds of object®We also discussed a low cost solution for easeplayment of

HTTP/SCTP in high latency networks.

We are currently working on an Internet draft tanstardize the design of HTTP over SCTP streams. HiOtked data is
stored in the transport layer’s receive buffer luheé data can be delivered in-order to the apfitioa Since a multistreamed
web transport reduces HOL blocking, we expect kecbuffer utilization to improve as HOL blockingateases. We plan to
study the same in the future.
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APPENDIX

Figure 16: Page Rendering Times (1Mbps.120ms; N=5)

Figure 17: Page Rendering Times (1Mbps.350ms; N=5)

Figure 18: Page Rendering Times (1Mbps.850ms; N=5)
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Figure 19: Page Rendering Times (1Mbps.1100ms; N=5)

Figure 20: Page Rendering Times (1Mbps.120ms; N=15)

Figure 21: Page Rendering Times (1Mbps.350ms; N=15)
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Figure 22: Page Rendering Times (1Mbps.850ms; N=15)

Figure 23: Page Rendering Times (1Mbps.1100ms; N=15

22



Figure 24: ,Page Values (1Mbps.120ms; N=5)

Figure 25: pPage Values (1Mbps.350ms; N=5)

Figure 26: pPage Values (1Mbps.850ms; N=5)
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Figure 27: Page Values (1Mbps.1100ms; N=5)

Figure 28: Page Values (1Mbps.120ms; N=15)

Figure 29: .Page Values (1Mbps.350ms; N=15)

24



Figure 30: pPage Values (1Mbps.850ms; N=15)

Figure 31: pPage Values (1Mbps.1100ms; N=15)
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